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Abstract 1
Security for office document content can be divided into two features, digital signatures and encryption.

Digital signatures themselves are a relative new topic for office applications. However, the requirement to
protect data from being modified is existing for a long time. In the past, it has been addressed by features
that protect documents from being edited within the office application. With digital signatures, these fea-
tures will be enhanced to offer secure protection of document content, inside
OpenOffice.org(O00)/StarOffice (SO), and outside of it.

Macro security is a very important topic, because when you download some macros or receive them via
email you can't know if you can trust them or if they may harm your system.

You can not easily figure out if the macro could do any harm, so the decision whether to trust a macro or
not to trust can be made based on the trustworthiness of the macro author. But how can you know that the
macro really comes from the author it claims to come from, or that it was not modified by somebody else?

The best way to do this are digital certificates and signatures. The author can sign the macro with his pri-
vate keys, everybody can verify the signature with the authors public keys. The digital signature will also
assure that the content was not modified.

Encryption is a feature that is supported by office applications for a long time. Enhancement in this area
mainly affected the encryption algorithm itself, that became more secure. However, since there was no
standardized way how encryption algorithms are applied to documents, processing such document files
outside an office application was elaborate. By supporting new XML encryption standards, and due to
00.0/S0O's XML file format, this will become much easier.
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1 Glossary

Term

digital signature

Encryption

Digital Certificate

Description

Forgery is a growing concern among Netizens. After
all, who's to say that a message with your name on
it is really from you and not somebody pretending to
be you? Digital signatures are a means of proving
that a file or email message belongs to a specific
person, much as a driver's license proves identity in
real life. Digital signatures have the added benefit of
verifying that your message has not been tampered
with. When you sign a message, a hash function--a
computation that leaves a specific code, or "digital
fingerprint"--is applied to it. If the fingerprint on the
recipient's message doesn't match the original
fingerprint, the message has been altered.

Digital signatures are often used in combination
with strong-encryption software to create a secure
channel of communication, in which both privacy
and identity are protected.2

Encryption is the process of changing data into a
form that can be read only by the intended receiver.
To decipher the message, the receiver of the
encrypted data must have the proper decryption
key. In traditional encryption schemes, the sender
and the receiver use the same key to encrypt and
decrypt data. Public-key encryption schemes use
two keys: a public key, which anyone may use, and
a corresponding private key, which is possessed
only by the person who created it. With this method,
anyone may send a message encrypted with the
owner's public key, but only the owner has the
private key necessary to decrypt it. PGP (Pretty
Good Privacy) and DES (data encryption standard)
are two of the most popular public-key encryption
schemes. 3

Citing concerns about security, many people are still
wary of online transactions. In an attempt to
assuage those fears, software vendors, security
specialists, and online vendors have developed the
concept of digital certificates. A digital certificate is a
password-protected file that includes a variety of
information: the name and email address of the
certificate holder, an encryption key that can be
used to verify the digital signature of the holder, the
name of the company issuing the certificate, and
the period during which the certificate is valid.
Certificate authorities (CAs) gather information
about a person or company and then issue
certificates. These certificates can be used as
online identification, much in the same way a
driver's license can verify your identity in the
physical world. If an email message or order form
comes through with an attached digital certificate,
the recipient can be more confident that the
document is genuine. Several technologies
(including SET, SSL, and Authenticode) are
currently competing for market share, each hoping

2 Source: http://www.cnet.com/Resources/Info/Glossary/Terms/digitalsignature.html
3 Source: http://www.cnet.com/Resources/Info/Glossary/Terms/encryption.html
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Term

One-Way Hash Functions

Symmetric Ciphers

Asymmetric Ciphers

Description
to become the certificate of choice.4

A one-way hash function is an important building
block to help achieve data integrity.

Informally, a one-way hash function is a function
that is easy to compute but difficult to reverse.

Also, it is difficult to find two input values for which
the function would compute the same output value.

You can use the hash function to calculate the hash
value of a document, which can be a lot shorter
than the document content. This value can be
stored on a separate place or as part of the digital
signature. Later you can use the same hash
function to compute the hash value of the current
document and verify these hash value to assure the
content was not altered.

A symmetric cipher is a transformation, operated
under a secret key, that can translate its input,
called plaintext, to its output, called ciphertext, in
such a way that, excluding cryptanalysis, only those
entities possessing the secret key can recover the
plaintext from the ciphertext.

Examples for symmetric ciphers are the quite old
Data Encryption Standard (DES) and the more
secure Advanced Encryption Standard (AES) .

Symmetric ciphers are also called secret-key
ciphers because the two communicating parties
must share a secret key. This requirement creates
some difficulties in key management and key
distribution.

Symmetric ciphers can also be stacked to improve
the crypto strength of the whole system, such as in
the case of triple-DES.

An asymmetric cipher is similar to a symmetric
cipher, but instead it depends on a pair of keys
rather than on only one key. The public key of the
pair is used to encrypt plaintext. The private key of
the pair is used to decrypt ciphertext. The keys are
generated such that it is easy to deduce the public
key, given the private key; the reverse, however, is
very difficult. This property enables people to
exchange their public keys over public channels
and still conduct private communications.

A distinct property of some asymmetric systems is
that the encryption and decryption are reversible.
This means that one can apply the decryption
operation with the private key to the plaintext to get
ciphertext, and one can recover the plaintext by
applying the encryption operation with the public
key to the ciphertext. In this case, because the
public key is public, no confidentiality protection is
provided. However, because only the holder of the
private key can generate the ciphertext with these
systems, the ciphertext can serve as a digital
signature of the plaintext, and anyone with the
public key can verify the authenticity of the

4 Source: http://www.cnet.com/Resources/Info/Glossary/Terms/digitalcertificate.html
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Term

Digital Certificates

Authentication

Authorization

Description
signature.

RSA (named for its creators—Rivest, Shamir, and
Adleman) is perhaps the most widely used
asymmetric system that can also be used to
produce digital signatures. Another system, Digital
Signature Algorithm (DSA), can perform only digital
signature functions; it cannot be used for
encryption.

To prove that it is the real owner of a public key, one
party can present a certificate for verification by the
other party. A public-key certificate is a digitally
signed statement from one entity, saying that the
public key and some other information of another
entity have some specific value. A chain of
certificates is possible, whereby each certificate
contains a public key that is used to certify the
public key in the succeeding certificate. The first
certificate, often called the root certificate, does not
have another public key to certify it. Thus, it
normally is a self signed certificate in that its own
public key is used to certify itself.

Users of public-key applications and systems must
be confident that the public key of a subject—a
user, organization, or other entity, such as a service
—is genuine, that is, that the associated private key
is owned by the subject. Public-key certificates are
used to establish trust. A public-key certificate is a
binding of a public key to a subject, whereby the
certificate is digitally signed by the private key of
another entity, often called a Certification Authority
(CA).

The standard digital certificate format is ITU-T
X.509.

An X.509 certificate binds a public key to a
Distinguished Name.

Frequently, such a certificate is called an identity
certificate

A basic security issue is authentication.
Authentication is the process of confirming the
identity of an entity (a user, a machine, or a
machine operating on behalf of a user).

Authentication serves as the basis for authorization.
Specifically, once it knows the identity of a subject,
an application may then specify what set of
operations that subject may perform.

The set of permissions granted can be configured
within an external access control policy.
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1 Motivation

Many governments in different countries are starting to move to paper-less communication with their citi-
zens. Examples for this are the “BundOnline”s e-government initiative in Germany or eGové in the US.

Since in many cases confidential and personal data needs to be exchanged it is mandatory to use appro-
priate security mechanisms like digital signatures and encryption. This is necessary in order to ensure that
information does not get changed on the way between the citizen and the public authority.

Also it must be possible to securely identify the author of a document. This is especially true for docu-
ments that are used for requesting ID related documents like a driver license, passport or a badge.

People become more and more sensitive about security issues, and macro viruses can do a lot of harm.
People must have the possibility to configure which macros are allowed to run and which not, so digital
signatures and authentication are very important for them.

In addition, after tragic events like the airplane attack on September 11 people are more and more con-
cerned about security issues in general. Companies fear “cyber attacks” and viruses like the ILOVEYOU
and Melissa macro virus, that caused a lot of damage.

2 User Scenarios

This specification covers security and signature related issues. So the user scenarios are separated into
two parts.

2.1 Security Related Scenarios

Scenario #1: User A is an attorney at law and uses OpenOffice to edit/revise legal related docu-
ments. She uses change tracking in her documents very often, but she is aware of the potential dan-
ger of those working draft information when those might become public, because others can use
such information against herself. Susan spends a lot of time controlling her final documents, that
they do not contain track changes information anymore, but she always has a bad feeling using
change tracking function at all.

Product Requirement 1.1: Add a new application privacy option to warn the user about tracked
changes, versioning and notice information in current documents when the user saves, prints
(not for versioning), PDFs (not for versioning) or sends a document.

Scenario #2: User B works for the Police Department as a secretary. She works in a department
working on police internal inquiries. She writes down reports recorded on tapes. Since she has fears
that her name could become known to the reported person, she always takes care that she removes
her name from the properties of the document before saving the file. She always has a bad feeling,
because she has to do it manually, but she could not remove her name from the User settings op-
tions of OO0, because in letters templates the fields will not be filled in were she needs her name in.

Problem 1: There is no automatism to do not store personal information within the file in OOo.

Product Requirement 2.2: Add an application privacy option to do not add personal information to
the file properties when saving a file.

Scenario #3: User C works as a Controller in a company. He creates reports in Calc about the de-
partments he is responsible for as a financial controller. He provides his report to the executive man-
agement of the company, but the report will be forwarded to the assistant of his manger. The infor-
mation he is providing is very crucial and he has fears that the data could be changed before reach-
ing his manager. Since the manager's assistant must have rights to print the document, because his

5 The plan for “BundOnline” http://www.bundonline2005.de/ is to implement an security infrastructure
that uses digital signatures and encryption until the end of 2005. The systems integrator CSC Ploenzke
created a plugin for Adobe Acrobat that fulfills the requirements for BundOnline (German:
http://www.adobe.de/products/acrobat/pdfs/CSC_Ploenzke.pdf ).

6 http://egov.gov/
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manager insists of having a printed copy for his records, he has to give modify rights also to the as-
sistant.

Problem 1: No real solution for this problem until a document rights management model is supported
by OO0o0. All other solutions like separate passwords for opening and modifying of a document
are only generating a false sense of security, because a document that could be opened could be
saved as a new doc or could be copied to a new document via the clipboard and then saved as a
new file. Thus allows to modify the document's copy...

Scenario #4: User D works in a bank. He often has to encrypt documents, because the content is
related to customer's financial background. He is used to work with MS Office and hasn't used OOo
before. When evaluating OOo he tries to encrypt a document. When calling the Save as dialog, he
recognizes that there is a checkbox “Save with password”. He is wondering, where he has to enter
the password first to save it with the file. He checks the complete dialog for options to set the pass-
word, but did not find any.

Problem 1: Problem at this point is, that he did not know that the password dialog appears when sav-
ing the document because he had never used OOo before. Once he is used to this behavior, the
function could be easily accessed.

Product Requirement 4.2: Change the check box into a button. If this is not possible, the password
dialog has to appear directly after checking the box or the wording has to be changed.

Scenario #5: User E works at the University: She works on confidential data for her professor, so she
decides to encrypt the document. Since she has worries not to remember the password, she decides
to use her boyfriend's sure and last name as a password. She types in “Greg Smith” and recognizes
the space between the names. She removes the Space, since she is not sure if it is allowed within a
password. Then she works on the data and saves her changes frequently. In the evening she closes
the document and shuts down the computer. On the next day she has an appointment with her pro-
fessor and tries to open the document. She types in “Gregsmith” in one word at the password
prompt, since she remembers that she has removed the space in the middle. Then she confirms the
password dialog, but the document could not be loaded and OOo raises a dialog that the password
is wrong. She calls the product support to decrypt the document, but the support could not help her.
The document's data is lost.

Problem 1: She does not know that passwords are case sensitive and that spaces would have been
allowed within the password. Furthermore she was not aware, that there is no way back when the
password is lost and so she has not stored the password in a save place.

Product Requirement 5.2: Add a hint to the password dialog to explain that passwords are case
sensitive and could contain spaces and other special characters. Furthermore we have to add a
note that there is no way to decrypt the file without the password.

Scenario #6: User F is a Manager: He uses many different text document templates for his work. One
of these templates is used for the monthly report of his division. Since these reports contain crucial
data, he must ensure that this document is always saved with a password. He is missing a document
option to force or recommend encrypted saving of the document.

Product Requirement 6.1: Add a new document option to prompt a dialog when saving documents
that currently have no given password and recommended to save this document always with a
password.

Scenario #7: User G is an English teacher: She works on courses written as text documents. These
documents will be printed by her customers at home. Some customers saved changes to the docu-
ment by mistake in the past, because the documents have read write access.

Product Requirement 7.1: Already possible in OO0 1.1. to publish those document as a PDF files
via the integrated PDF export. Furthermore the setting “Printing modifies document” in Tools-Op-
tion of OO0 has to be deactivated. Furthermore the document could already be opened Read-
only by a checkbox in the File-Open Dialog. But maybe this one is an issue when supporting
signatures, because modifying the document (properties) will withdraw document's signa-
ture.

Scenario #8: User H has to use a specific encryption method, because it fulfills the defined security re-
quirements
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Product Requirement 8.1: User can choose between different encryption types. The dialog to
choose from available methods can be called by the Tools-Options-Security-Security option-Ad-
vanced... button.

2.2 Signatures Related Scenarios

Scenario #9: Department of Defense (DOD): The DOD is currently rolling out the DOD Common Access
Card to all the employees. The card holds certificates and supports Java. Microsoft offers a solution for
signing emails and potentially documents using the DOD Common Access Card.

Typically a user would use encryption for the email in order to prevent that unauthorized users can ac-
cess the content. Attached documents would be signed for non-repudiation and integrity purposes but
not encrypted. The email would not necessarily be signed, because the enclosed document would be
the critical element. Besides, it often is not desired to encrypt documents because once the email has
been received the document can be stored at a secure location. However, for both encrypting the email
and signing the document the same technology (i.e. the DOD Common Access Card) should be used.

Product Requirement 9.1:

Scenario #10: Government: An example for a scenario in the government space would be a foreign citi-
zen who needs to extend/renew his passport. First, he would either download a form from a public web
site or via email from a consulate employee. Maybe this form would already have some personal and
confidential data. Thus this form would have to be both signed and encrypted. Now the citizen would
complete the form, sign and encrypt it and send it back. Finally the consulate employee would check
the content of the form and send a signed (approved) and encrypted copy back to the citizen.

Product Requirement 10.1: Sign Complete OOo Documents
Product Requirement 10.2: Encrypt complete documents

Scenario #11: Education: Signing and encrypting documents in the education area is interesting, be-
cause it can replace the paper process of correcting dissertations, etc. Students would send their
signed dissertations to professors, who would make annotation, sign these annotation and send the
signed document back to the student.

Product Requirement 11.1: Sign Complete OOo Documents
Product Requirement 11.2: Encrypt complete documents

Product Requirement 11.3: Protect content via password and allow to add annotations (comments) or
tracked changes only

Product Requirement 11.4: Sign tracked changes or annotations (not for 00.org 2.0)

Scenario #12: Enterprise: In enterprise environments signed documents can replace contracts and legal
agreements. For this purpose documents often go through many reviews by different people that be-
long to different departments and companies. Therefore, it's required that it's always verifiable who
made changes to a document at what time. In addition, there are often predefined approval processes
that the office suite and related collaboration tools could support.

Product Requirement 12.1: Sign Complete OOo Document
Product Requirement 12.2: Allow multiple signatures

Product Requirement 12.3: Protect content via password and allow to add annotations (comments)
or tracked changes only.

Scenario #13: User AA writes contracts in Writer. The contracts will be personalized directly in Writer.
Since some parts must not be changed he want's to protect these section and to sign them.

Product Requirement 13.1: Sign Section in Writer (not for 0O0O.org 2.0)
Product Requirement 13.2: Protection for signed sections (not for 00.org 2.0)

Scenario #14: User AB works on official company wide calculations. These calculations must not be
changed and are tested. The data will be collected by Managers. Each Manager saves the document
after he has filled in his data and saves it as a new version in the document. This saved version will be
signed.
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Product Requirement 14.1: Sign Single Table in Calc (not for O0.org 2.0)
Product Requirement 14.2: Sign versions of a document
Scenario #15: GUI related requirements
Product Requirement 15.1: Show Signatures
1. Application title “(Signed)”
2. Symbol in status bar
3. Symbol on objects, Calc tables, sections
4. Document properties
Product Requirement 15.2: Warning Dialogs
1. Signature is lost when
1. saving document in non OOo XML format
2. save as (a copy) in XML-Format
3. Deleting a signature
4. document is modified
1. Undo after signing = modify = signature lost
5. Content is not completely visible due to
1. view settings
2. track changes with not accepted/rejected parts
3. notices
6. formatting (i.e. hidden)
7. linked sections, objects (i.e. graphics, OLE or DDE)
8. fields
Scenario #16: Renew signature if signed area has been changed
1. Withdraw all assigned signatures and sign new

Scenario #17: User AF works in a small company. They want to use signatures to sign documents, but
the company do not want to create official certificates because these cost money. They want to trust
themselves.

Product Requirement 17.1: Create a self signed Certificate.

2.3 Macro Security Related Scenarios
Scenario #1: Macro security

Product Requirement 1.1: Security 18: Authorization, Fine Grained Macro Security.
OO0o should allow to restrict the level of access to resources that components and scripts have.
Configure policies which code from which author is allowed to read and write files, make system
calls and other things.

Scenario #2: Macro security

Product Requirement 2.1: Security 21: Completely disable scripting.
Done in SO7: tools/options/security => Run macro never.

Scenario #3: Security Level
Product Requirement 3.1: Security 23: Default macro security settings must be set to “high”.

Scenario #4: Security Level
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Product Requirement 4.1: Security 26: Support very high, high, medium and low security settings.
Very high allows only execution of macros from trusted locations regardless of the signed status.
Maximum security allows only signed macros to run. Medium allows signed macros to run and
asks for execution of unsigned macros. Low executes all macros without any confirmation.

Scenario #5: User AD develops macros in OO.org. The macros will be attached to documents and will be
used within the company. He has problems that users suppress the execution of this macro, but the
companies management does not allow to disable macro warning in OO.org.

Product Requirement 5.1: Sign OOo Script Projects. The user could trust a source, so that these
macros will be executed automatically without displaying any further macro warnings.
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3 Goals for Macro and Document Security

A must have for OpenOffice.org 2.0 are digital signatures for macros and authentication, so people can
configure which macros are allowed to run and which not, based on the author of the macro.

Fine grained macro security, where you can configure in detail what macros from different authors are al-
lowed to do would be nice, but this can not be done in the OpenOffice.org 2.0 time frame, because on top
of digital signatures and authentication you need configuration of policies, and each APl implementation
that directly accesses any resources must check if the permissions for that are granted.

Please see scenario section above for detailed goals of Macro and Document Security based on digital
Signatures.

4 Requirements and Dependencies

4.1 Dependencies
The thumbnail feature has to be adjusted when this feature has been implemented:
http://specs.openoffice.org/appwide/desktop_integration/ooo_file_thumbnails.sxw

4.2 Requirements
Please see scenario section on page 4 (above) for requirements.

4.3 Technical Dependencies

Please see technical specification for details:
http://specs.openoffice.org/appwide/security/ Technical_Specification_for_Electronic_Signatures_and_Se-
curity.sxw
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5

Competitive Analyses

5.1 Overview

5.1.1 Products and Links

Microsoft Office
(http://www.microsoft.com/office/techinfo/administration/security.asp)
Adobe Acrobat Self-Sign + Approval

(http://adobedoc.kanisasolution.com/Acrobat5/Help.htm
http://www.adobe.com/products/acrapproval/overview.html
http://www.adobe.com/epaper/tips/acr5digsig/pdfs/acrbdigsig.pdf)

i.Secure Office
(http://www.archisoft.com.hk/secureoffice.html)
Lexign ProSigner

(http://www.lexign.com/products/lexign_prosigner.htm
http://www.lexign.com/demos/Digital_Signatures_ProSigner.ppt)

SafeGuard Sign&Crypt
(http://www.utimaco.de/eng/content_products/sg_office.html)
Approvelt Desktop
(http://www.silanis.com/ns/products/adt/adt.asp?sc=com)
VisualSoft OfficeSecure

(http://lwww.visualsafe.com/securedesktop/officesecure.asp)

5.1.2 MS Office XP and Adobe Acrobat 5.0 Comparison

The comparison table below does not include OOo and tell where it's better or worse, because almost
none of the features are available in OO0 1.1.

Adobe Acrobat seems to be superior over Microsoft Office in the security area. Therefore, Acrobat should
be considered the standard to which OOo has to compete against.

The green marked features are most relevant for for OOo 2.0. The yellow ones have to be further
evaluated.

Feature H MS Office XP ‘ Adobe Acrobat 5.0

Signing documents

yes — Word, Excel, PowerPoint |yes

no no

yes yes

no (??7?) yes

Certificates

yes, command line tool yes, integrated in application

yes - access via operating partly — via 3rd party Acrobat
system APls plug-ins

only for macros yes
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Feature

| MS Office XP

Adobe Acrobat 5.0

View signature information

yes - status bar, document title
(“Signed”), options dialog

yes, signature window (tree
view)

yes yes
yes yes
yes yes
yes yes
Appearance of signature
yes
yes
yes
yes
yes
Collaboration
no yes
(no support for multiple signatures; but
support for track changes for protected
documents)
Retrieve earlier signed version ?2?7? yes
Compare two signed versions yes yes, side-by-side in tiled
window
Signature Handler
?2?7?

Plug able signature handler

yes, Acrobat plug-in

Default signature handler

Microsoft Authenticode

Acrobat Self-Sign

Included support for commercial certification
authorities

Other support for commercial certification
authorities

??7?

Entrust, Verisign, ...

Entrust Security

3rd party Acrobat plug-ins

Encryption

Pluggable encryption handler

yes, Word, Excel, PowerPoint  no
no no
standard encryption (backward no

compatibility), CryptoAPI

Protect Document

Tracked changes (users cannot turn off tracking) | yes yes (for signed documents)
Comments allowed (content protected) yes yes

yes yes

yes no

no yes
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Feature MS Office XP Adobe Acrobat 5.0
Disable document changes yes yes

Macro Security

yes ??(i.e. no special security
features for built-in
JavaScript support)
yes N??
yes ??
Trusted sources list yes ??

5.2 Security Related Ul of Microsoft (MS) Word 2003

Competition offers a Tools menu in the Save As and the Open dialog of Office XP. This menu offers the
file operations (i.e. delete, rename and file properties) and save document related options (i.e. Security

Options).
Save fis
Save in: l[ﬂ] My Docurments j - @ X - W‘
= Mame - Size | Type Date Modified X Delete Del
| ¥ |5 Adobe Folder 20.08.2002 11:15 Rename
Histary [CIETAS User Files Folder 11.06.2002 08:11 Add to Favorites
[CInkeropp Folder 06.05.2003 14:32
My Data Sources Folder 10.09.2002 17:24
LMy eBooks Folder 30.04.2002 16:31 Map Mebwork Drive. ..
My Documents @My Music Folder 30.04.2002 16:13 B
@My Pictures Folder 30.04.2002 16:13 LER
?}-‘ﬁ [ My webs Folder 09.09.2003 15:12 Save Options...
| 5oftMaker Folder 04.058.2003 12:26 Security Options. ..
Deskhop [ 5taroffice[tm] 6_1 ... Faolder 18.02.2003 17:22
=T ) ) Web Options. ..
] Doct . doc 24 KB Microsoft W... 09.10.2003 10:24
r * Compress Pictures, .,
Favorites Save Yersion,..
- |
== File name: Docl,doc = Sepia I
My Mebwark. I 'J —
Places Save as bype: |'-.-'-.-'Dr|:| Document (*,doc) _:I Cancel

Hlustration 1 File Save dialog in MS Office XP with open Tools menu

The file Open dialog shown below also has a tools menu. The available options are the same file related

options minus the following save related options:
« Save Options

« Security Options

«  Web Options

« Compress Pictures

« Save Version

Page 12




Electronic Signatures and Encryption GUI

lockin:  [<e DATEN (D:) =] @& X 5 B - |[Tooks - |
i e = ™ s B Search..,

e ] -'J --J ----JI ----JI .-J 7. Delete Ded

Histary attachi backup Daken devw epoc
Prink
__,JI __,.JI _.,,JI __,JI _.,,JI add to Favorites
bly:Boc. nent grub Incoming Licenze riuzak, Ml MUsic

. j Map Metwork, Drive. ..

Deskkop ..-JI __,J L‘_)I ____JI __J Properties

noses Officed0 Plums Prasi Program Files  Programme

Favarites _.'J _-'J __'J ’J

Proarams Recviled schnull Swskem Test keskskstskst, ., bt
=

=X File narme: - Open |«
¥ | My Nebwork _ | J =2
Places Files af Eype: |.ﬂ.II ‘Ward Documents (*,doc; *.dok; *.htm; * Rl *.0r; *j Cancel

Hlustration 2 File Open dialog in MS Office XP with open Tools menu

|.'i.'.|J

The Security dialog of MS Office XP offers settings for document encryption (separate passwords to

open and modify documents), digital signatures and other protection features of MS Office. These pro-
tection features will be described below.

280 Privacy options section in the Security dialog allows to chose if a unique identifier (UID) is saved with the
document and offers a warning function on saving documents with redlining information. Further-
more private information could be removed from current document, when it's being saved.
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Security

File encryption options For this document

Password to open: | Advanced. ..

File sharing options For this document

Passward to modify: |

[ Read-only recommended

| Protect Document, .,

Privacy opkions
[ Remove personal infarmation From this file on save

[ Warn before prinking, saving or sending a file that contains tracked
changes ar comments

[¥ Store randorn nurnber ko improve merge acouracy

Macro securiky

Adijust the security level for opening Files that might Macro Security. ..
conkain macro viruses and specify the names of =

trusted macro developers,

Hlustration 3 Security dialog of MS Office XP

The following dialog appears if warning before saving, printing or sending document with tracked changes
is active.

Microsoft Word

The document being saved contains tracked changes.
\,__i' Continue with sawve?

Tell Me Mare. .. | Ok C Cancel

Hllustration 4 Warning if track changes warning is active an
user saves, prints or send the document

Open a document in read-only mode could be recommended by the author by choosing “Read-only rec-
ommended” option in the security dialog. When loading such a document, the following dialog appears on
loading the document.

Microsoft Word

\‘:? ) it My Documentsitest] .doc should be opened as read-only unless changes ko it need ko be saved, Open as read-onky?

Mo Cancel

Hlustration 5 Dialog comes up on loading a doc, if read-only was recommended by the author
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The (Macro) Security dialog has two tab pages. The user can set a security level for the application?!

Security

* High. Only signed macros From trusted sources will be allowed
ko run. Unsigned macros are aukomatically disabled,

" Medium, ¥ou can choose whether ar not o run pokentially
unsafe macros,

" Low {nok recommended), You are not protected Fram
potentially unsafe macros, Use this setting anly if you have
wirus scanning softbware installed, or you are sure all
dacuments you open are safe,

Mo virus scanner inskalled,

| Ik | Cancel

Hllustration 6 Macro Security dialog — Security Level table

On the second tab the user can trust sources so that macros signed from those vendors could be exe-

cuted without any problems.

Security

Adobe Syskem Inc, J

[

v Trust all installed add-ins and kemplates

[ Trust access to Yisual Basic Project

Mo wirus scanner installed,

| O, | Cancel

Hllustration 7 Macro Security dialog — Trusted sources tab
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The user can choose the encryption type used for the current document in the Encryption Dialog. This
dialog can be reached by pressing the Advanced button. Furthermore the user can choose if the docu-

ment properties will be encrypted or not.

Encryption Type

Choose an encrypkion type:

'Office 972000 Compatible

R4, Microsoft Base Cryptographic Provider +1.0

RC4, Microsaft DH SChannel Cryptographic Provider
R4, Microsoft Enhanced Cryptographic Provider +1.0

Choose a key length: El

~

RC4, Micrasaft Base 0S5 and Diffie-Hellman Cryptagraphic Provider

RC4, Microsaft Enhanced 055 and Diffie-Hellman Cryprographic Provider
R4, Microsoft Enhanced R34 and AES Crvptographic Provider (Protobype) LJ

o]

Cancel |

Hlustration 8 Encryption method can be chosen in Encryption Type dialog called by

the Advanced button of the security dialog

The user can protect the document against modification. The user can except Sections from this pro-
tection or he can allow to add comments or redlining. The password protection for this setting is optional.

Protect Document

3
Protect document Far
* Tracked changes

" Comments
" Farms:

e

Password {optional):

o]

Hlustration 9 Protect Document dialog

Cancel

osoft Word

nserk  Format | Tools | Table  window  Help

=) El 1 % speling and Grammar,..  F7

& Tl

+ Times Mew | Language x
Whord Countk, . L
— - 1_I,|'2 :
Speech

» Show ~ 4 :
Protect Dacument. .. |-_

- Letters and Mailings k I_
Tools on the Wehb, ..
Macro 4
Cuskomize. ..

Hlustration 10 Word XP Tools Menu calls dialog
shown in Illustration 9
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The Security dialog changes the Protect Document button to unprotect document, if protection was cho-
sen for the document.

Security E| g|
File encryption aptions for this document

Fassword bo open: | Advanced, ..

File sharing options for this document

Passwiord to modify: |

[ Read-only recommended

| Unprokect Docurment

Privacy options
| Remove personal information From this file on save

[ Warn before printing, saving of sending a File thak conkains tracked
changes or comments

[+ Store random number bo improve merge accuracy
Macro security

Adjust the security level for opening files that might
conkain macra viruses and specify the names of
kruskted macro developers,

Macro Securiby, .. |

| Ik | Cancel |

Hllustration 11 Button changes to Unprotect Document in Security dialog after
choosing Document Protection for current document

The following dialog is called to confirm a previously entered password. Furthermore a notice is provided

to inform the user that there is no way of recovering this document, if the password is lost. And that pass-
words are case sensitive.

Confirm, Password

Reenter password to open:

|*********

Caution: IF wou lose or Forget the passward, it cannot be
recovered, It is advisable to keep a lisk of passwords and their
corresponding docurment names in a safe place. (Remember
that passwords are case-sensitive, )

(0] 4 | Cancel

Hlustration 12 Dialog to confirm a password to ensure
that the user did not make a typo when entering the
password
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The Security dialog has a design problem, because two passwords could be entered at once in this dialog,
but when the user confirms the dialog, the appearing password dialog does not contain any information
which of these two passwords has to be confirmed.

Security

File encryption options for this document —

Password bo open: J********* Advanced, ..

File shating options Far this document

Password to modify: |*********

v Read-only recommended

t Confirm Password

Privacy q Reenter passwaord bo open;
[ ] Fen |

[ Wal Caution: IF wou lose or Forget the password, it cannot be
chg recovered. It is advisable ko keep a list of passwords and their
v ot corresponding document names in a safe place, (Remember
= that passwords are case-sensitive. )

Macro 55 ()4 | Cancel ‘ I

Adjust ; |
: - - T LI
conkain macra viruses and specify the names of

krusted macro developers,

(0] 4 | Cancel ]

Hllustration 13 Problem when confirming the dialog with two given passwords
— the user does not know which password he has to confirm

The following dialog informs the user that the document's password gets lost when saving in none-native
file formats.

Microsoft Word

P ' This document is password protecked, Saving this document in a Format other than a \Word Docurnent will resulk in the loss of this
‘-T/ prokection. Do wou want bo continue?

Cancel |

Hllustration 14 Warning Dialog if the user changes the file format to not MS one

The Password dialog appears when loading a document which is protected by a password for opening the
document. Dialog also shows a path information to the document being loaded.

Password

Enter password to open File
4, F936990 My Documentsikestl doc

[

(o] 4 | Cancel ]

Hllustration 15 Open a password protected file
raises dialog
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The following dialog appears if the entered password is invalid.

Microsoft Word

' The password is incorrect, Word cannot open the document,
1 (Ci\Documents and Setkingst,. \teskl doc)

Hlustration 16 Warning dialog if wrong password has been entered
while opening the document

The Password dialog is shown if a password for modifying has been set for the currently loaded docu-
310 ment. User can open the document in read-only if the user does not know the password by pressing the
Read Only button.

Password

'Docz.doc is reserved by Frank Loebmann

Enter password ko modify, or open read only.

Password: [

Read Only | (0] 4 | Cancel

Hllustration 17 Second password dialog to enter
write access password

If the user has entered a false password, the following dialog appears.

Microsoft Word

! E The password is incorreck,

Hllustration 18 Warning dialog if
incorrect password has been entered
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The Tools menu also contains a Save options dialog. The dialog contains application (Office) related set-
tings only.

Save l

Save options

[ ilways create backup copyi | Prompt for document properties
[ Allow Fask saves I Prompt to save Normal kemplate
v Allow background saves | Save data anly For Farms
[ Embed TrueType Fonts [+ Ernbed linguistic data

|

[
[ Make local copy of files stored on nebwork or removable drives
v Save SutoRecover info every: 10 El: mnirkes

|+ Embed smark tags
[ Save smark tags as XML properties in Web pages

Default Format

Save word files as: Word Document {,doc) j

| Disable Features introduced after: |

| (04 | Cancel |

Hllustration 19 Save options dialog - called from the Options menu in the file
Save dialog
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5.3 Signatures Related Ul of Microsoft Word XP

5.3.1 Self Certifying Program Selfcert.exe

Microsoft Office offers a separate tool to create Selfcert.exe

& Create Digital Certificate @

Thiz program creates a zelf-signed digital certificate that bears the name you type
below. Thiz type of certificate does not verify your identity,

Since a self-zigned digital certificate might be a forgery, users will receive a security
warning when they open a file that containg a macro project with a zelf-zigned
zighature.

& zelf-zigned certificate should be uzed only for perzonal use. If you need an
authenticated certificate, you might want to contact a certification authority, such as
thoze listed at

http: //officeupdate. microzoft, comofficeredirect/fromO ficeS/ cert. htm.

Your name;

Ok | Cancel

Hllustration 20 Self-signed digital certificate

5.3.2 Digital signature Dialog

Digital Signature

Signatures

The digital signature generated by Office may not conskitute a

leqally binding signature, For more information, read about digital
signatures in Help,

The Following have digitally signed this document:

Signer Digital ID [ssued By | Date
¢ JE
|_
| e | |
Help |

ak | Cancel I

Hlustration 21 Digital Signatures dialog of MS Office XP
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-~ =
(Z)
‘-a./ Microsoft Word

This document rmay contain text and pictures
that are not visible in the current view. \Aord
will change view options so that all text and
images are visible. Do you want o continue
signing without reviewing the document?

(]

L

= Moo
Hlustration 22 Warning if a signature is
added to a document and document does
not show all it's content

Microsoft Word

' This document must be saved as a Word document befare it can be digitally signed.
. D wou wank ko save the document?

Illustration 23 Document has to be saved in Word Format

Microsoft Word

' This document ywou are abouk ko sign has tracked changes that have not been accepted, “We recommend ywou accept or rejeck
. tracked changes and then sign the document. Do wou want to proceed?

Cancel

Hllustration 24 Warning if track changes is active when signing a document

They do not warn if a certified and modified document is being closed.

A changed document could not be signed. It is required to add signature again to save document. Not very
usable.

Microsoft Word

' This document must be saved as a Word document befare it can be digitally signed. Saving will remowve all existing signatures.,
. Do wou want ko save the document?

Hlustration 26 Warning that saving in different format will remove signature
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Certificate

General | Details | Certification Path |

@x’ Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued to: Frank Loshmann
Issued by: Frank Loehmann

¥alid fromn 01.01.2003 to 01.01.2009

@ ‘ou have a private key that corresponds to this certificate,

Hlustration 27 Certificate Dialog — General tab

Microsoft Word

ol ) If wou create a copy of this document, the copy will not include any digital signatures,

Hllustration 28 Warning that save as will create a copy without signature
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Certificate
General | Details | Certification Path |
Show: |
Field Yalue A

E'-.-'ersiu:un V3
[l serial number 607 2dbc 76 fb 1085 41 €0 .,
ESignature algorithim mdSRSA
Elssuer Frank Loehmann Ll
[Fvalid From Mittwoch, 1. Januar 2003 00:. ..
E'-.-'alid ko Donnerskag, 1, Januar 2009 0.,
ESubject Frank Loehmann
[FlPublic key RSA (1024 Bits) v

Edit Propetties. .. ] [ Copy ko File, . ]

Hlustration 29 Certificate - Details tab

Select Certificate

Select the certificate wou want to use,

Issued o Issued by Expiration Dake

E8 ‘Frank Loehmann Frank Loshmann 01.01.2009

£

|

[ K ” Cancel H YWiew Certificate ]

Hllustration 30 Certificate Dialog
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Certificate Properties

General | Cross-Certificates |

Erigndly name: ]Frank Loehmann 2

Description: My ovin test certificate

Certificate purpozes

("1 Enable all purposzes for this certificate
() Dizable all purposes for this certificate
{#) Enable only the following purpozes

Moke: You may only edit certificate purposes that are allowed by
the certification path,

Cade Signing

| =

| -~

Add Purpoze. .

[ k. J[ Cancel H Apply

Hlustration 31 Certificate Properties
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Certificate

General | Details- Certification Path

Certification path

Frank. Loehrmann

Certificate stakus;

Wiew Certificate

Certification Autharities skore,

This & ook certificate is nak brusted because it is nok in the Trusted Roak

Hlustration 32 Certificate - Certification Path tab

Certificate

|Genera|| Detalls | Certification Path |

Show;

Field |Version 1 Fields Cnly

Extensions Onky
=ver Crtical Extensions Onily
ESE Properties Only

Eﬁignature algarithm mdSRS4
Elssuer Frank Loehmann

E'u'alid fram Mitkwach, 1, Januar 2003 00:...
. I

7afb 108541 0.,

|

Hllustration 33 Certificate dialog with open Show list box
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Digital Signature

Signatures

The digital signature generated by OFfice may not constitube a
leqally binding signature. For more information, read about digikal
signatures in Help.

The Following signatures will be discarded when saving changes
ko the document:

Signet Digital ID Issued By | Date

< >
-

Wiew Certificate... | Add... | |

Help

i-A-=E=E0W.
cermanize [F B
Hllustration 34 Digital Signature

=l Test 2.doc {Signed) - Microsoft Word
File Edit ‘Wiew Insert Format  Tools  Table
DEedon Sy =X

Hllustration 35 (Signed) indicate that document has
been signed

Certificate Export Wizand El

Welcome to the Certificate Export

Wizard

This wizard helps you copy certificates, certificate trusk
lists and certificate revocation lists from a certificate
store to vour disk,

A certificate, which is issued by a certification authority, is
a confirmation of your identity and contains information
used to protect data or ko establish secure network
connections. & certificate store is the svstem area where
certificates are kept,

To continue, click Mext.

Mext = |[ Cancel

Hlustration 36 Certificate Export Wizard
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Certificate Export Wizard El

Export Private Key
¥ou can choose to export the private key with the certificate.

Private kevs are password protected, IF wou want bo export the private kew with the
certificate, wou must type & password on a later page.,

Do ol wank ko export the private key with the certificate?

(%) Mo, do not export the private key:

Mote: The associated private key is marked as not exportable, Only the certificate
can be exported.

[ < Back “ Mexk = l’ Cancel ]

Hllustration 37 Certificate Export Wizard

Certificate Export Wizard [gl

Export File Format
Certificates can be exported in a wariety of file Formats,

Select the format you wank ko use:

(*)DER encoded binary ¥,509 (,CER)

() Base-f4 encoded ¥.509 { CER)
(") Cryptographic Message Syntax Standard - FKCS #7 Certificates {.P7E)

[ < Back. “ Next = ][ Cancel

Hllustration 38 Certificate Export Wizard
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Certificate Export Wizard El

File to Export
Specify the name of the file you want to export

File name:

v |

[ < Back “ Mexk = l’ Cancel ]

Hllustration 39 Certificate Export Wizard

Certificate Export Wizard g|

Completing the Certificate Export

Wizard

You have successfully completed the Certificate Export
wizard,

You have specified the Following settings:

‘File Name dileest]

Expork Keys Mo

Include all certificates in the certification path Mo

File Format DEF. Er
I3 »

’ < Back " Finish ll Cancel

Hllustration 40 Certificate Export Wizard

Certificate Export Wizard g|

The export was successul,

Hllustration 41 Certificate Export
Wizard
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Microsoft Word

Hllustration 42 Saving a digitally signed document calls warning dialog
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5.4 Mozilla 1.4 Certificates and Security Related Ul

Preferences [p}_(|
Cakegar - .
CEi Certificates
Windows s
Message Display Client Certificate Selection
Motifications

- Decide how Mozilla selects a security certificate to present to web sites
Composition that require one:

Send Format (%) Select Automatically () Ask Every Time

Addressing

Labels Manage Certificates

Return Receipts Use the Cerkificake Manager ko manage your personal certificates, as well
[=l Privacy & Security as those of other people and certificate authorities,

Cookies Manage Certificates. ..

Irmages

Fopup Windows Manage Security Devices

Forms

IUse this button ko manage your security devices, such as smart cards,
Passwords

Master Passw. . | Manage Security Devices, ., |

5L
Certificates

Walidation
ChatZilla

Advanced

CIFFlim, Fizl: Sm b

Q

-

l l Cancel ] [ Help

[llustration 43 Mozilla — Preferences

5.4.1 Mozilla 1.4 Security Related Ul

Device Manager,

Security Modules and Devices Details Walue
B 1SS Internal PKCS #11 Module - | Maodule M55 Internal PK...

~-izeneric Crypto Services Path
Software Security Device
[= Builtin Fooks Module

Builtin Ohject Token Load

Inload

Enable FIPS

[Help ][ oK ]

Hllustration 44 Security Device Manger dialog
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5.4.2 Mozilla 1.4 Certificates Related Ul

325 Mozilla uses an own Ul to manage certificates.

¥ Certificate Manager

You have certificates from these organizations that identify you:

Certificate Mame Security Device Purposes Serial Mumber Expires On (28l

Hlustration 45 Certificate Manager dialog

Certificate Manager

‘ou have certificates on file that identify these people:

Certificate Mame E-Mail Address Purposes i}
=1 WEB.DE AG
-Ilka Poth ilka. poth@web.de <Expired=

Hllustration 46 Certificate Manager dialog
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o Certificate Manapger

‘ou have certificates on file that identify these web sites:

Certificate Mame _ Purposes

a

Hlustration 47 Certificate Manager dialog

Certificate Managen

‘fou hawve certificates on file that identify these certificate autharities:

Certificate Mame Security Device
=1 ABAECOM, INC,
- ABA.ECOM Rook Ca Builtin Object Token

FE A0L Time Warner Inc,

AddTrust AB

America Online Inc,
Baltirmare

Digital Signature Trust Co,
Enkrust.net

Equifax

Equifax Secure

Equifax Secure Inc,

GTE Corporation
ZeoTrust Inc,

Global3ign nv-sa

RSA Data Security, Inc,
RSA Security Inc

TC TrustCenter for Security in Data Metw.,,
Thawte

Thawte Consulting

e

l Wigw ] [ Edit ] [ Import l l Delete

Hlustration 48 Certificate Manager dialog

Page 33



Electronic Signatures and Encryption GUI

Edit CA certificate trust settings @

The certificate "ACL Time Warner Rook
Certification Authority 1" represents a Certificate
Authority,

Edit trust settings:

This certificate can identify web sites,

This certificate can identify mail users,

This certificate can identify software makers.
’ QK ] [ Cancel l [ Help ]

Hlustration 49 Editing a certificate

Certificate Yiewer:“Builtin Object Token:AOL Time Warner Root Certific. ..

General | Details

This certificate has been verified fFor the following uses:

|Email Sigrier Certificate

[25L Certificate Autharity

|Status Responder Certificate

Issued To
Comman Mame (CR) ACL Time Warner Root Certification Authority 1
Crganization (O) ACL Timme YWarner Inc,
Crganizational Unit (O America Online Inc.
Serial Mumber a1
Issued By
Common Mame (CR) AL Time Warner Root Certification Authority 1
CQrganization (O) ACL Time Warner Inc,
Crganizational Unit (OU)  America Online Inc,
Yalidity
Issued On 29.05,2002
Expires On 20.11.2037
Fingerprints
SHA1 Fingerprink 74:594:53:5C:24:453:47:508: 200 FE: 3E: 3E:D3: 24:F5: 16 FB:21: 16:49
MOS Fingerprink E7:74:DiZ:BL: IF:6E:06: 1F: 74659 16: 271 C5:4E:20
Help l ’ Close

Hlustration 50 View a certificate
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Certificate Yiewer:"Builtin Object Token:AOL Time Warner Root Certific... rz|

General | Details |

Certificate Hierarchy
ACL Time “Warner Root Certification Autharity 1

Certificate Fields

[=l Builtin Object Token:&OL Time Warner Root Certification Authority 1
El Certificate

‘ersion

[

- Serial Mumber =
Certificate Signature Algorithm

~Issuer

= alidity

Mot Before

Mot After b
Field ¥alue

Help ] [ Close

Hlustration 51 View a certificate
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5.5 Adobe Acrobat Security / Signatures Related Ul

Self-Sign Security - Encryption Settings

Trusted Certificates - Recipients -

‘ou cannot add recipients ] J
because your list of 'Trusted

Certificates' is empty. To add
entries to this list go ko the

menu Tools = Self-Sign |

Security = User Settings and
select 'Trusted Certificates’,

Cancel ‘

Hllustration 52 Self Signing Security Dialog

B& Adobe Acrobat - [Projektarbeit_IHK_final. pdf]
'EFiIe Edit Document BEEREN Yiew  Window  Help

o Rl N ] =DiniEnEs Ylle s @ - ® (0[O0
Campare 4 - -
{m; @\ & T T L@] [ Digital signatures 4 Sign Docurnent. .
Self-Sign Security k Inwisibly Sign Document. .
Speling 3 I
Web Capture k ) )
| Clear Signature Field
accessibility Checker. .. Clear all Signature Fields
Catalog. .. Delete Signature Field
Distiller

‘Werify Signature

Doeh Verify Al Signat
£ erify ignatures
Javascript Wiew Signed Yersion

Locate Web Addresses
PDF Consultant
TouchUp Text

Compare Signed Yersion ko Current Docurent

v ¥ ¥ v v v

imments \{ Thumbnails \{ Bookmarks

Create Adobe PDF Online Froperies

Hllustration 53 Tools menu with two signature related functions

Page 36



Electronic Signatures and Encryption GUI

B8 Adobe Acrobat - [Projektarbeit_IHK_final. pdf]
'@File Edit Document  Tools Yiew Window Help

EARSE @ HB-E 4> 4« s

O T-& B0 -4 BEBINHET-

| Signature ™ ‘ | ten Na

% Sign Document. ..

_g Slgnature isygl  Inwisibly Sign Documert...

= P 2 i

] Marne: Frank

7/ Date: 2003.10.7  Clear Signature Field

& Reason: <none|  Clear all Signature Fields

é Method: Adobe  Delete Signature Field

= o Revision: 1 of 1

= Werify Signature

7/ Werify all Signatures

*E Viewws Signed Yersion

E Compare Signed Yersion ko Current Document
o

= Go ko Signature Field
r/ Properties

Hlustration 54 Digital szgnatures menu is also available in task pane

B8 Adobe Acrobat - [Projektarbeit_IHK._final. pdf]
E File Edit Document

EABRSE& @& Pl e [l - @ [TB
4 Two Documents, .,
‘{w? @\ T = '@J [ Digital Signatures 3 Twio Yersions \Within a Signed Document. ..
. Self-Sign Security r
Spelling »
% \Web Capture *

Hllustration 55 Compare two versions of a signed document

Self-Sign Security - Sign Document

Signing requires saving the document, Click 'Save As..' to place this
signakure onto a new docurment or 'Save’ ko save the current
document,

Confirm Password: ] | Show Cptions
Save | Save As... | Cancel |

Hllustration 56 Sign document dialog
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Self-Sign Security - Sign Document

Signing requires saving the document, Click 'Save As,.' to place this
signakure onko a new document or 'Save’ to save the current
document.

Confirm Password: | ekttt Hide Cptions

Reason for signing document: (select or edit)

El

Location, e.q. city name: (optional)

Your conkact information, &.g. phone number: {optional)

Signature Appearance:

| -] | |

Save ‘ Save As,., | Zancel |

Hlustration 57 Show options enlarges dialog and offers
additional functionality

Reason For signing document; (select or edit)

< M0ne =

I am the author of this document
I have reviewed this document

I am approving this document
This document is ready For review
This document is ready For approval
Document is certified

Docurnent is released

I have reviewed 'specified’ portions of this document:

Hllustration 58 Reasons list box offers special settings in
Signing dialog

Document Security ['5_(|

Security Options:

Display Setkings. .. |

IUse this dialog to view and change settings that are
used to enceypt a document, Changes will be applied
when vou save or sign the document.

Close

Hllustration 59 Document Security dialog
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Document Security

Security Method:  Mone
ser Password; Mo

Master Password: o

Zhanging the Document:  Allowed

Content Copying or Extraction:  Allowed
Authoring Comments and Form Fields:  Allowed
Form Field Fill-in or Signing:  Allowed

Zankent Accessibility Enabled:  allowed
Document Assembly:  Allowed

Encryption Lewvel:

Printing: Fully Allowed

X]

Hllustration 60 Display Settings Dialog

Security Options: |ND Security

Mo Security
Acrobat Standard Security

Acrobat Self-Sign Securiby

Use this dialog to view and change settings that are
used ko encrypt a document, Changes will be applied
when you save or sign the document.

Close

Document Security fg

Hllustration 61 Document security dialog — list
box call dialog when entry has been selected
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X

Standard Security

Specify Password

[ Password Required o Open Document

Ilser Password:

[~ Password Required to Change Permissions and Passwords
Master Password:

Permissions

Encryption Level:  [40-bit RiC4 {Acrobat 3., 4.3 j

[ Mo Prinking

[~ Mo Changing the Diocument:

[ Mo Conkent Copying or Extraction, Disable Accessibility
[ Mo Adding or Changing Comrments and Eorm Fields

(04 | Cancel I

Hlustration 62 Dialog called via Acrobat Standard Security entry in security
options list box

Self-Sign Security - Log In

User prafile File: |Frank.apF L] Mew User Profile. .. ]

Iser passwaord: | bbbt Find Your Prafile File, .. |

Log In | Cancel |

[llustration 63 Login Dialog
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Create New User,

ser Atkribukes
Mame {e.q. John Smith)

Organization narme

Counkry

Profile File

Confirm password

Organization Unit:

Choose a password |

Create a 1024-bit RS54 private key and .509 public key certificate, and store in a
password-protected profile file.

: | Frank.

. | akar {optional)

| {optional)

: |US - UNITED STATES | toptionaly

(& characters minirmurm)

Cancel

X)

Illustration 64 Create a new user

self-Sign Security - User Settings for Frank

Password Timeouk
Change Passward
Signature Appearance
Trusked Certificates

- User Information -

Plarne: | Frank

Distinguished name (DM):

| cn=Frank, o=5tar, c=115

Certificate Issuer's distinguished name (DM

| cn=Frank, o=5tar, c=115

Certificate:

Details. .. Expart ko File. . I E-mail... |

Profile File:

| CiiDocuments and Settingsif936220 My Docur Backup...

Close

]

Hllustration 65 Self signing security dialog
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Self-Sign Security - User Settings for, Frank

- Password Timeout

User Information

word Timneout Require password entry on signing:
Change Password
Signature Appearance |F'.Iwa';.fs -

Trusted Certificates
Enter Password (needed to apply the change):

Close

[llustration 66 Self signing security dialog

Self-Sign Security - User Settings for Frank

User Information J - Change Password -
Password Timeou G

Signature Appearance |

Trusted Certificates -
Mew password: (6 characters minimum)

Confirm password:

Apply

Close

[llustration 67 Self signing security dialog
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self-Sign Security - User Settings for Frank

User Information J - Signature Appearance

Password Timeout
hange Password

Signature Appearance
Trusted Certificates

# j |
Close

Hllustration 68 Self signing security dialog

X

Configure Signature Appearance

Title: |
- Prewview
Digitally signed by Frank
DN: en=Frank, o=5tar, c=US
Date: 2003.10.29 13:23:53 +01"00'
Reason: | am approving this document
Signature Valid Location: sdfsdfsdf

Configure Graphic

Show: & Mo graphic Irnpart Graphic From:
" Imported graphic FOF File. .. |

" Mame ‘ |

Configure Text -

Show: [ Mame W Location W Distinguished name W Labels
[+ [rate [+ Reason v Yalidity bexk [+ Logo

(4 | Cancel

Hlustration 69 Called via New (appearance) button
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Self-Sign Security - User Settings for Frank

ser InFormation J - Trusted Certificates

Passward Timeout

Change Password J :
Signature Appearance R

i E-mail Request. ..

# E
Close

Hllustration 70 Trust a certificate

X

E-Mail Certificate

E-Mail wour certificate ko the address below.,

Meszage

To: ||

Subject: | Acrobat Certificake Exchange File From Frank,

Atkached is an Acrobat Certificate Exchange File From Frank,

>

Frank is requesking a copy of your certificate.

The file contains a copy of a certificate that wou can use to werify —
signatures from and encrypt documents For Frank,

Opening this file will launch Adobe Acrobat and prompt you to

process the file, v

our Conkack Information

The recipient of wour certificate can use wour conkact information (e.g.
phone number) to verify your certificate identity,

| sdfsdf

Request Certificate

[v Request that recipient e-mail you their certificate

Your e-mail address:

E-Mail | Cancel

Hllustration 71 E-mail a certificate
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g8 Adobe Acrobat - [Projektarbeit_IHK final. pdf]
'@File Edit Document Tools  Wiew  Window  Help

_'@@lﬁﬁ'-ﬁﬁ_*; 4 4 b PI::Q » || ®fam -
OB E-B(B-F-L-BEBYUHE T

ten Mamen. Alleine zu planen

m

zwangslaufig eindimensional

me, sorgfaltig geplante und ¢

-

mit Hilfe einer Cutplacementk

mehr Zuspruch, weil sich meis

auf lange Sicht konstanter Ex

Dignally signed
by Frank
DN: cn=Framk,

vFrank ==

Diaie: 200631029

Cagralie 124048 +010Y
Vakd

[ Signatures \f Comments \f Thumbnails \f Bookmarks

Hlustration 72 Signature with default representation in the document

Dignally signed
by Frani

J Sign Signature Field. ..

Clear Signature Field

Hogord Il

Vabd Delete Signature Field

Yerify Signature

YWiew Signed Yersion
Compare Signed Yersion ko Current Document

Properties

(11Ben O] = M o= 4|

Hlustration 73 Context menu on signature
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Self-Sign Security - Signature Properties

Walidity Status

Signature is WALID,
This revision of the document has not been altered since

this signature was applied.

Dacument Yersioning

Document: revision 1 af 1

Additional Information

Sigred by | Frank Show Certificate. .. |

Lrate: | 2003.10,29 12:44:48 +01'C Yerify [dentity.., |

Reason: | Mot available

Location: | Mot available

Signer's contact infarmation: | Mot available

Close

Hlustration 74 Signature properties

x)

Yerify Identity

This certificate belongs ko waou,

Contact infarmation For certificate owner:

Mot available

Cettificate information

Marne: | Frark, Dietails.. .

MDS Fingerprint: | 1943 351F 3475 6253 6036 044F FE60 S6EF

SHA-1 Fingerprink | 6078 0263 2AB3 CEVE ASZF 3F95 S59F DFFE EOBC CFCE

: | Zancel

Hlustration 75 Verify identity
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X

Certificate Attributes

[Ty Mame:

Serial number; l 09CC4B44

Certificate not walid before: | 2003,10,29 11:23:33 +01'00°

Certificate not walid after: | 2008.,10,27 11:23:33 +01'00°

User's distinguished name (DMN):

| crn=Frank, o=5tar, ou=User, c=DE

Certificate issuer's distinguished name {DM):

| cn=Frank, o=5tar, ou=User, c=DE

Key usage: Kew algorithm:
| Sign docurment, Sign transackion, Encrypt docurent RS& 1024-hit
Fingerprints

M05: | 1948 381F 3475 6253 5036 044F FE60 S6EF

SHal: | 6075 0263 9463 CEVE AGZF 3F98 S59F DF7E EOBC CFCE

Close

Hllustration 76 Certificate Attributes
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5.6 Signatures Related Ul of Microsoft Visual Basic Editor

Tools | Table Window  Help
Qf}' Speling and Grammar... F7
iy Langquage 3
word Count.,
-
=) Speech e
i . 2ab| ¥ &
= Protect Docurnent...
. I - R I - R A AR - IR B IR
Letters and Mailings 3
Tools on the Web. .
Macra v | b Macros... Al+Fa
Customize, .. @ PRecord New Macro.,,
Qpkions... | Security...
¥
Test2Tohtghtaatahy £ Misual Basic Editor Alt+FLL
dasd-asdasd-asd-asd-| gn Microsoft Script Editor  Alt+Shift+FLL

Hllustration 77 Macro Security in Word XP

Digital Signature

The WBA project is currently signed as

Certificate name: [Mo certificate]
Sign as
Certificate name: [Mo certificate]

(o] I Cancel |

Hlustration 78 Tools - Digital Signature Dialog in Visual
Basic Editor

Select Certificate

Select the certificate wou want o use,
Issued to Issued by Intended P...  Friendly na... Expiration ...
< | 3
[ o4 l [ Zancel ]

Hllustration 79 Select Certificate dialog (called by Choose...
button)
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= =

.Securit],r Warning E]
D:iMicrosaft OfficelOfficelMSTARTUPYCIE pdf.dok

contains macros by -
Details. ..
CIE software GmbH

Macros may contain viruses, Ik is always safe to disable macros, but if the
macros are legitimate, wou might lose some Functionality,

The security level is set to High. Therefore, wou cannot enable macros
from sources that you do naok Erusk,

Iw iajwavs brust macros From this solrce.

| Disable Macros I Enable Macros Mare Info

Hllustration 80 MS Office XP Security Warning Dialog
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Security E |

" wery High, Only macros installed in trusted locations will be allowed
ko run, All okher signed and unsigned macros are disabled,

' High. Only signed macros from krusted sources will be allowed ko
run. nsigned macros are aukomatically disabled.

" Medium. You can choose whether ar not ko run potentially unsafe
Macros,

™ Low {mok recommended). Y¥ou are not protected from potentially
unsafe macros, Use this setting only if you have virus scanning
software installed, or wou have checked the safety of all dacuments
WU Oper,

Ik I Cancel

Hllustration 81 Macro security dialog of MS Office 2003- Tab 1

| Security
Security Level i Trusted Publishers | |
Issued To | Issued By | Expira. .. | Friendly MName
= BRemove

¥ Trust all installed add-ins and kemplates

[ Trust access ko Wisual Basic Project

(o] 4 I Cancel

Hlustration 82 Macro security dialog of MS Office 2003 - Tab 2
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Sicherheit E |

| Yertrauenswiirdige Herausgeber |

" Sehr hoch. Mur Makpaos, die in vertrauenswirdigen Speicherorten installiert sind, dirfen
ausgefiihrt werden, Alle anderen signierten und nicht signierken Makros sind deaktiviert,

£ Hoch, Mur signierke Makros aus vertrauenswirdigen Quellen dirfen ausgefihrt werden,
Micht signierte Makros werden automatisch deaktiviert,

i~ mittel. Sie kinnen auswahlen, ob Sie nicht sichere Makros ausfihren méchten.

i~ Miedrig {nicht empfohlen). Sie sind vor nicht sicheren Makros nicht geschitzt, Yerwenden
Sie diese Einstellung nur, wenn Sie Software zur Mirenprifung installiert haben, oder wenn
Sie die Sicherheit aller zu &ffnenden Dokumente dberprift haben,

K I Abbrechen |

Hllustration 83 MS Olffice 2003 - Security Dialog Tab 1 (German)

Sicherheit E |

Sicherheitsstufe  § Yertrauenswirdige Herausgeber |

Ausgeskellt Fir | Ausgeskelt von | ablaufdat, . | Angezeigter MName
AnEEigen Entfetmen
v allen installierten Add-Ins und Yorlagen vertrauen
[ Zuariff auf Wisual Basic-Projekk vertrauen

Ok, I Abbrechen

Hlustration 84 MS Office 2003 - Security Dialog Tab 2 (German)

http://office.microsoft.com/assistance/preview.aspx?AssetlD=HP052495611033&CTT=98

Page 51



Electronic Signatures and Encryption GUI

6 Detailed Specification

This specification defines the basic feature set for encryption and signing document for OpenOffice.org

(00.org) 2.0.

6.1 Security Options

Options - StarOffice - Security

B StarOffice

Drawing
Formula Protect..
Chart

Data Sources

hlacro Security...

Security options
User Data : > : : : :
General Wifarn if document contains recorded changes, werdans, hidden information
Memory ar notes when
Wi [ =ving ar zending docum ents [w sgning documents
Prink
External Programs [ printing documents | creating POF-files
Paths [ Remmove personal information on ssing
Colors
Farks [ Recommend password profection on saving
S e CLIriby,
Appearance Marco Security
Accessibility Adjust the s=curity level for executing macros and speci fy trusted macro
Load/Save developers.
Language Settings
Internet
Text Document Ale shating options for this document
HTML Document
Spreadsheet [ Open documn ent read-only
Presentation [ Remord changes

(0] 4 | Cancel Help

Back

The following dialog replaces the Security tab page in tools options.

Ale shating options for thiz document
| Open document read-anly

W Reoord changes

Unproted: . |

L« |

Hllustration 85 The state of the "Record
changes" check box will be enabled and
disabled as long as a the state is protected.

| Apoc Settings (Issue #118519)

Apoc. When protected a lock symbol is shown and the control itself is disabled.

Item English German
Label Security options Sicherheitsoptionen
Label Warn if document contains Wenn ein Dokument

The Security tab page could be protected? via a setting in the Apoc configuration manager. Each value
and status (protected) of a control, except the enable/disable status for buttons, could be configured by

Comments

7 Protected means that those controls are disabled and a lock symbol is shown in front of the control.

Please see http://so-

doc.germany.sun.com/Projects/StarOffice/SO_6.x/Proposals/Drafts/ManagementConsole/Spec/Config

_ltems_rev8.sxw following behaviour was observered in SO8:
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Item English German Comments
recorded changes, versions, aufgezeichnete Anderungen,
hidden information or notes: Versionen, versteckte
Informationen oder Notizen
enthalt, warnen beim:
Label When saving or sending Speichern oder Senden
Label When printing Drucken
Label When signing Signieren
Label When creating PDF files PDF-Dateien erzeugen
Label Remove personal information on  Personliche Informationen beim
saving Speichern aus Dateien
entfernen
Label Recommend password protection Kennwortschutz beim
on saving Speichern empfehlen
Label Adjust the security level for Anpassen des Sicherheitsstufe
executing macros and specify fur das Ausfihren von Makros
trusted macro authors. und Definieren der
vertrauenswurdigen Makro-
Autoren.
Button Macro Security... Makrosicherheit...
Label File sharing options for this Optionen fiir gemeinsame
document Benutzung dieses Dokumentes
Label Open this document in read-only = Dieses Dokument
mode schreibgeschitzt 6ffnen
Label Record changes Anderungen Aufzeichnen
Button Protect... Schitzen...
Button Unprotect... Schutz autheben... TRANSLATORS!
“Unprotect”

means remove
protection — it is
not a real word
but exists in
computer
software

Show warning dialogs if the document contains recorded changes, versions or notices

when

“Saving or sending documents” Option (default off)

The following warning dialog appears if one of the following is contained in a document and the
document will be saved (or send as an email). Furthermore the “saving or sending documents
warning” on the security tab page has to be turned on:

recorded changes
notices

document file contains versions

Warning Dialog String List

Item

Dialog text

English

This document contains:

German Comments

Das zu speichernde Dokument
enthalt:
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Item English German Comments

Dialog text * Recorded changes * Aufgezeichnete Anderungen  Displayed are
only those things
contained in the
current doc.

Dialog text * Notes * Notizen Displayed are
only those things
contained in the
current doc.

Dialog text * Document versions * Dokumentversionen Displayed are
only those things
contained in the
current doc.

Dialog text Do you want to continue saving Méchten Sie mit dem Speichern

the document? des Dokumentes fortfahren?
Button Yes Ja
Button No Nein

“Printing documents” Option (default off)

The following warning appears when printing a document, if one of the following is a visible part of the
document and the warning function itself is turned on in Tools-Options-StarOffice/OOo-Security:

« shown recorded changes

« shown notices

Warning Dialog String List

Item English German Comments

Dialog text This document contains: Das Dokument enthalt:

Dialog text * Recorded changes * Aufgezeichnete Anderungen

Dialog text * Notes * Notizen Displayed are
only those things
currently
visible/printable
in the current
doc.

Dialog text Do you want to continue printing  Moéchten Sie mit dem Drucken

the document? des Dokumentes fortfahren?
Button Yes Ja
Button No Nein

The Printing Options... button calls the Printing Options dialog, were the user can change the behavior

for printing notes.

“Signing documents” Option (default on)

The following warning is shown directly before the Digital Signature dialog appears (please see
page 62 in chapter 6.4 below for dialog details), if the document contains one of the following and
the warning option is turned on in Tools-Options-Security:

« recorded changes

« document file contains versions

« notices in Writer and Calc

- fields
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- references to other sources (i.e. linked sections or linked graphics)

Warning Dialog String List

Item English German Comments

Dialog text This document contains: Das aktuelle Dokument enthailt:

Dialog text * Recorded changes * Aufgezeichnete Anderungen Displayed are
only those things
contained in the
current doc.

Dialog text * Document versions * Dokumentversionen Displayed are
only those things
contained in the
current doc.

Dialog text * Notes * Notizen

Dialog text * Fields * Felder Displayed are
only those things
contained in the
current doc.

Dialog text * Linked data from other sources  * Verknlipfte Daten aus anderen Displayed are

(e.g.linked sections or linked Quellen (z.B. verknupfte only those things
graphics) Bereiche oder Grafiken) contained in the
current doc.

Dialog text Do you want to continue signing Méchten Sie mit dem Signieren

the document? fortfahren?
Button Yes Ja
Button No Nein

+ “Creating PDF-files” Option (default off)

The following warning dialog appears if the PDF export warning in Tools-Options-StarOffice/OOo
-Security is turned on and if the document contains one of the following:

« shown recorded changes in Writer

« shown notices in Writer or Calc

Warning Dialog String List

Item English German Comments

Dialog text This document contains: Das aktuelle Dokument enthalt:

Dialog text * Recorded changes * Aufgezeichnete Anderungen

Dialog text * Document versions * Dokumentversionen Displayed are
only those things
contained in the
current doc.

Dialog text * Notes * Notizen

Dialog text * Fields * Felder Displayed are
only those things
contained in the
current doc.

Dialog text * Linked data from other sources  * Verknlipfte Daten aus anderen Displayed are

(e.g. linked section or graphics)

Quellen (z.B. verknupfte
Bereiche oder Grafiken)

only those things
contained in the
current doc.
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Item English German Comments
Dialog text Do you want to continue creating  Mdéchten Sie mit dem Erstellen
a PDF file? der PDF-Datei fortfahren?
Button Yes Ja
Button No Nein

- “Remove personal information on saving” Option

> Today these information could only be deleted manually in File — Properties — General by press-
ing the delete button. This new feature removes exactly the same information automatically on
save.

- “Recommend password protection on saving” option presets the Save with password option in
the Save as dialog.

> The user can un-check this pre-checked setting to save a file explicit without a password.
« Record Changes

This setting activates the changes tracking function for the current document. Furthermore the
records could be protected by pressing the Protect... button. If the records are protected, the button
label changes to Unprotect.. If the button is pressed in this state the Enter Password dialog (see il-
lustration on page ) appears. If the password is entered correctly, the button changes back to the
initial label "Protect..." and the Record checkbox is enabled again.

FST: lllustration ID and page Number is MIA
Furthermore the Changes submenu in the Edit menu will change as follows:
- The "Record" menu entry is checked and disabled if "Protect Records" is active
- The check box and button are only enabled if the current document is a Writer or Calc one.
« The document modify status is set
- if the record mode has been protected in Tools-Options
- if state of record mode has changed
« Open document read-only

This setting will be saved with the current document. The document will be loaded in the already
known read-only mode if this options is set and the document is opened. Option is only enabled if
current module is a Writer, Calc, Draw or Impress.

6.2 The Menu Entries for Signing

6.2.1 Entry in the File Menu

The following entries will be added to the menu of Writer, Impress, Draw, Calc and the basic IDE to sign
the current document content or document macro (in the basic IDE). It is placed directly behind the prop-
erties section. In Basic IDE the entry creates a new group since no properties are available.

Item English German Comments

Main Menu entry Digital Signature... Digitale Signatur... Digital Signature
dialog is called.

6.2.2 Entry in the Tools-Macros Sub Menu

The following entry will be added to the Tools-Macros sub menu of Writer, Impress, Draw, Calc and the
basic IDE to sign the current document's macros. It is placed within the menu as follows:
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ol

ols

|

| Macros

\ Record Macro

\ Run Macro

\ Organize Macros ->
\ Digital Signature...
|

|

|

Organize Dialogs ->

| Ite English
Tools-Macros Digital Signature...
menu entry

| 6.2.3 Digital signature info dialog

German Comments

Digital Signature
dialog for macros

is called.

Digitale Signatur...

The following dialog appears, if the current document is modified and the document has not been saved

to a file.

The following dialog is shown, if the document is modified and contains a digital signature:

Item English

Dialog text The document has to be saved
before it can be signed. Saving
the document removes all present

signatures.

Dialog text Do you want to save the
document?

Button Yes

Button No

German Comments

Das Dokument muss
gespeichert werden bevor es
signiert werden kann. Das
Speichern des Dokumentes
entfernt alle vorhandenen
Signaturen.

Mochten Sie das Dokument
jetzt speichern?

Ja The Yes button
is defaulted

Nein

After confirming the Digital Signature dialog , the Save as dialog appears. After saving the document, the
Digital Signature dialog (please see page 62 in chapter 6.4 below for dialog details) appears to sign the

document.

If the document is modified and unsigned, the following dialog appears:

Item English

Dialog text The document has to be saved

before it can be signed.

Dialog text Do you want to save the
document?

Button Yes

Button No

German Comments

Das Dokument muss
gespeichert werden bevor es
signiert werden kann.

Mochten Sie das Dokument
jetzt speichern?

Ja The Yes button
is defaulted

Nein
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If the document is not modified and already signed, the Digital Signature dialog (please see page 62 in
chapter 6.4 below for dialog details) appears to add/remove signatures of the document.

6.2.4 Open a Signed Document with an Invalid Signature

If a document's signature is invalid, the following dialog is shown: For Document Content/Macros

Item English German Comments

Dialog Ftitle Invalid Document Signature Ungultige Dokumentsignatur

Dialog text The digitally signed document Der digital signierte
content and/or macros do not Dokumentinhalt und/oder die
match the current document Makros stimmen nicht mit der
signature. aktuellen Dokumentsignatur

Uberein.

Dialog text This could be the result of Dieses deutet auf eine
document manipulation or of Dokumentmanipulation oder
structural document damage due  einen Ubertragungsfehler hin.
to data transmission.

Dialog text We recommend that you do not Wir empfehlen lhnen, dem
trust the content of the current aktuellen Dokumentinhalt nicht
document. Execution of macros is zu trauen. Das Ausfiihren von
disabled for this document. Makros ist fiir dieses Dokument

deaktiviert.

Button OK OK

For Program Packages:

Item English German Comments

Dialog tFitle Invalid Package Signature Unglltige Paket Signatur

Dialog text The digitally signed package does Das digital signierte
not match the current package Programmpaket stimmt nicht
signature. mit der aktuellen Paketsignatur

Uberein.

Dialog text This could be the result of Dieses deutet auf eine
package manipulation or of Dokumentmanipulation oder
structural document damage due einen Ubertragungsfehler hin.
to data transmission.

Dialog text We strongly recommend that you Wir empfehlen Ihnen dringend,
do not trust the current package.  dem aktuellen Paket nicht zu

trauen.

Dialog text Do you want to continue adding Maochten Sie das Hinzufligen
the package? des Paketes fortsetzen?

Button Yes Ja

Button No Nein The "No" button

is defaulted.

6.3 Digital Signatures
Document content and document macros can be digitally signed independently. .

6.3.1 General behavior when signing a document:

- If a signed document is loaded, OO.org shows a little seal on the right side of the modified field.
The seal will be withdrawn, if the document gets changed.
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100% |IMSRT |STD Hyp * |8 Sectionl
Hllustration 86 Signed seal in Writer status bar

1005 STD | * | Surn=0
Hlustration 87 Signed seal in Calc status bar

¥4 0,00 = 0,00 150% & Side22 Default
Hlustration 88 Signed seal in Draw and Impress status bar

[«

Lm 11, Cal 1 INSRT |8
Hlustration 89 Signed Marco library is loaded in the integrated development environment.

« The following icons have been designed by Stella Schulze (original Files will be provided by Stella
as PNG files):

26*26 pixel: m

2626 pixel (high contrast): B
16*16 pixel: ﬁ

16*16 pixel (high contrast): H
11*16 pixel: 8
11*16 pixel (high contrast): i

- Tip help of icon in status bar

Tip Help String List

Item English German Comments

Tip help Digital signature Digitale Signatur

« The following icon is shown in the status bar in the same field were the signature icon is shown. It
appears only, if the signature does not match the content or macro.

11*16 pixel: &

11*16 pixel (high contrast): :*:

« Adouble click on the icon shows the dialog with signing information of current document.
« Tip help of icon in status bar (see above)Context Menu Signature Sign in Status bar

« The sign in the status bar has a context menu with the following entries:

Item English German Comments

Context Menu Digital Signature... Digitale Signaturen... Calls the Digital
Signature Dialog

Page 59



Electronic Signatures and Encryption GUI

Furthermore the application title shows a note (Signed) or (Signed document macros) right behind
the documents or basic libraries file name in the title bar.

E Electronic_Signatures.sxw (5igned) — StarOffice 7

File Edit ‘iew

Insert  Format  Tools

Window  Help

I [Text body | |aibany ~|fo~-] B I U
= | S Sl 20 -3 -0 -4 -0 5.0 B
% L L
L

=b Labelq Trusted source]
é‘i Button1q Add. T

w Butto n2q Wiew-Signature.
-

E‘ EButton3q Fermove]

AEL

Hlustration 90 New note "(signed") in the title bar of an application

Item English German Comments

Text (Signed) (Signiert) for document
content

Text (Signed Macro) (Signiertes Makro) for basic macros

- Signing requires the OO0 or Open Office (OASIS) Format file format.

The following warning dialog appears when a document is already signed and will be saved in

whatever (including OpenOffice) format :

Warning Dialog String List

Item English German Comments
Dialog text Saving will remove all existing Speichern in diesem Format
signatures. entfernt alle existierenden
Signaturen.
Dialog text Do you want to continue saving Méochten Sie mit dem Speichern
the document? fortfahren?

Button Yes Ja [Yes] button saves
the document in
the chosen
format.

Button No Nein [No] button aborts

the saving and
goes back to the
Save dialog.

The following warning dialog appears when the document is saved in a non OpenOffice.org format
and should be signed ("Save and Sign" functionality):

Warning Dialog String List

Item English

This document must be saved in
OpenDocument-Office file format
before it can be digitally signed.

Dialog text

German Comments
Dieses Dokument muss im Open [Yes}button-
OffieceDocument Dokumentformat saves-the-

gespeichert werden, bevor es digital deeumentin-

signiert werden kann. the-O0-erg-
fermat—using-
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Item English German Comments

Button OK OK

- If a document has already been saved with a signature, OO.org raises a dialog when the user
saves the document again.
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6.4 Digital Signatures Dialog

The following dialogs are called when a document has to be signed.

6.4.1 Digital Signature Dialog For Documents

Digital Signatures

The following hawve sighed the document content

I =igner | Digital ID Issued By | Date

@ Frank Loghmann
¥ Frank hMeies

@ The sgnaturesin this document are salid

Ok Carcel

Hep |

Hlustration 91 Digital Signatures - document content

The list box shows all currently assigned signatures of the current document. Furthermore a row shows
the signature icon and a note is shown below the list box to explain the icon. If the signatures are not valid
for the current document, the yellow exclamation sign is shown instead. Then notice 2 is shown in the dia-

log instead.

Warning Dialog String List

Item English German Comments
Dialog text The following have signed the Die Folgenden haben den
document content: Dokumentinhalt signiert:
Dialog text Signed by Signiert durch
Dialog text Digital ID issued by Digitale Signatur ausgestellt TRANSLATORS!:
durch note the

preposition here.
Where necessary
in your language,
choose a noun to
have the same
meaning as this
phrase.

Dialog text Date Datum

Button View Certificate... Zertifikat zeigen... Calls the View
Certificate dialog
described below

Button Add... Hinzuflgen... Calls the Select
Certificate dialog
described below

Button Remove Entfernen

Notice 1 The signatures in this document Die Signaturen in diesem

are valid Dokument sind glltig.
Notice 2 The signatures in this document Die Signaturen in diesem

are invalid

Dokument sind ungliltig.
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6.4.2 Digital Signature Dialog For Document Macros

Digital Signatures

The following hawve sighned the docum ent macro:

Signer

| Digital ID Issued By | Date

Ok

Carcel

Hep |

Hllustration 92 Digital Signatures - document macros

Note: Only the mockup does not show the icon row in the list box and the explanation sentence. It is
present as shown above for document content.

String List
Item English German Comments
Dialog text The following have signed the Die Folgenden haben die

document macros:

Dokumentmakros signiert:

6.4.3 Digital Signature Dialog For Program Packages

Digital Signatures

The following hawve signed this package

Signer

| Digital ID Issued By | Date

]9

Carcel

Help

Hlustration 93 Digital Signatures - for packages

Note: Only the mockup does not show the icon row in the list box and the explanation sentence. It is
present as shown above for document content.

String List
Item

Dialog text

English

The following have signed this

German

Die Folgenden haben das

Comments
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Item

English

package:

6.4.4 Select Signature (Add...) Dialog

German Comments

Paket signiert:

The following dialog is called if the Add... button is pressed in the Digital Signature Dialog. The view button
allows to view at the current selected certificate. If no certificate is selected (default when calling the dia-
log), the button is disabled.

Select Cerdificate

3

Select the certificate you want o use for sighning.
lssed to | Issued by | Bxpiration Date
Frank Loehmann Pri.. Selfcertexe 14200
Frank Loshmann S4.. Selfcertexe 112010
Ok Carcel Help |

Hlustration 94 Select Certificate dialog

String List
Item English German Comments
Dialog text Select the certificate you Wahlen Sie das Zertifikat
want to use for signing. aus, das Sie zum signieren
benutzen moéchten.
Button View Certificate... Zertifikat zeigen...
Item English German Comments
Title Select Certificate Zertifikat auswahlen
Label Issued to Ausgestellt fur TRANSLATORS!:
note the
preposition here.
Where necessary
in your language,
choose a noun to
have the same
meaning as this
phrase.
Label Issued by Ausgestellt durch TRANSLATORS!:
note the

preposition here.
Where necessary
in your language,
choose a noun to
have the same
meaning as this
phrase.
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Item English German Comments

Label Expiration date Ablaufdatum

6.4.5 View Certificate Dialog

The Certificate dialog is called when the View Certificate button is pressed in the Digital Signatures dialog.
The dialog consists of three tab pages.

Yiew Certificate

General |De1ails | Certification Path |

_'i Certificate Information

This CA Root certificate is not trusted. To enable trust,
install this certificate in the Trusted Root Certification
Authorities store.

Issued bo:  Frank Loehmann
Issued by: Frank Loehmann

¥alid from 01.01.2003 to 01.01.2009

@ You have a private key that corresponds to this certificate,

Ok Help
Hllustration 95 Certificate Dialog - Tab 1 - General
String List
Item English German Comments
Tab page Label General Allgemein
Tab page Label Details Details
Tab page Label Certificate Path Zertifikatspfad

Label

Certificate Information

Zertifikatsinformationen

Label

Label

Issued to:

Issued by:

Ausgestellt fir:

Ausgestellt durch:

TRANSLATORS!:
note the
preposition here.
Where necessary
in your language,
choose a noun to
have the same
meaning as this
phrase.

TRANSLATORS!:
note the
preposition here.
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Item English German Comments
Where necessary
in your language,
choose a noun to
have the same
meaning as this
phrase.

Label Valid from %SDATE% to Gliltig von %SDATE% bis

%EDATE% %EDATE%
Label You have a private key that Sie haben einen privaten
corresponds to this certificate Schlissel, der mit diesem
Zertifikat korrespondiert.
Yiew Certificate
General |I]Ela'ls ] Certification Path |
Field ['value
Wers on W3
2erial Mumber 235f3d bc 35 44 45 ef
Sagnature Al gorithon rndS R 54
lzuer Frank Loehmann
%alid from Wednesday, 1. June 2004 0012
Yalid o Wednesday, 1. June 2009 0012
Sbject Frank. Loghmann
Public key R.a4 (1024 Bit=)
A abcdefg abodefg abcdefg abecdefg abcdefg abodefg abcdefg abe
B abcdefg abodefg abodefq abcdefg abcdefg abodefg abcdefg abe
C abcdefg abodefg abcdefq abcdefg abcdefg abodefg abcdefg abc
] abcdefg abodefg abocdefn abodefg abcdef abodefg abodefy ahc...j
mdSR5SA
Ok Cancel Help Rezet
Hllustration 96 Certificate Dialog - Tab 2 - Details
String List

Item English German Comments

Column Label Field Feld

Column Label Value Wert

Field label text 1 Version Version

Field label text 2 Serial Number Seriennummer

Field label text 3 Issuer Aussteller

Field label text 4 Valid From Giiltig von TRANSLATORS!:
note the

preposition here.
Where necessary
in your language,
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Item

Field label text 5

Field label text 6
Field label text 7

Field label text 8

Field label text 9

Field label text 10

Field label text 11

English

Valid To

Subject
Public Key
Enhanced Key Usage

Authority Key Identifier

Thumbprint Algorithm
Thumbprint

German

Giiltig bis

Betreff
Offentlicher Schliissel

Erweiterte
Schlisselverwendung

?Autoritatsschliisselbezeichner

?

Fingerabdruck-Algorithmus
Fingerabdruck

Comments

choose a noun to
have the same
meaning as this
phrase.

TRANSLATORS!:
note the
preposition here.
Where necessary
in your language,
choose a noun to
have the same
meaning as this
phrase.

PJC/EM->MT/FL:
decide on German
pls. Suggestions
(MSO) for
authority
depending on
which authority
you mean
“Zertifizierungsstel
le” or
“Sicherheitsstelle”;
It would be good
break this big
work into a
genitive phrase.
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Yiew Certificate
General |ne1ai|s | Certification Path|

LCettification path

WEELDE TrustCenter
| 538 WEE. DE TrustCenter EMail-Zertifikate

SkarQffice Tesk

LCerfification status

Status Texd Status Tesd Status Text State Text Status Text Status Text Sttus Text Status Text Status
Text Status Text Stahe Text Status Text Status Tewt Stetus Text Status Tesd Status Test Status Text
Status Text Status Text

X

Ok Help
Hlustration 97 Certificate Dialog - Tab 3 - Certification Path
String List
Item English German Comments
Label Certificate path Zertifikatspfad
Label Certificate status Zertifikatsstatus

6.5 Document Properties

The document properties dialog shows the name, date and time when the document has been signed. If
more than one signature is assigned to a document, the dialog shows only “Multiple signed document” in-
stead of name and date of the signer.
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Properties of Dialogs_Signatures.sxd

General | Description | User Defined | Internet |
® Ly
aj’ Diglogs _Signatures. sxd
Type: Stardffice 6.0)7 Drawing
Locakion: LiiTeamsiUser_Experience) TeamFILO Signatures),
Size; 115 KE (118,164 Bytes)
Creabed: 14,11,2003, 09:52:5'9, Frank Loehmann
Maodified: 15.01.2004, 11:01:59
Digitally signed: 15.01.2004, 11:01:59, Frank Loehmann Digital Signature... |
Last printed: 27.11.2003, 14:01:29, Frank Loehmann
Editing kime: 114:23:24
Cocument nurmber: 33
v &pply user data Delete |
Template:
(8] | Cancel Help | Reset |

Hllustration 98 Document properties dialog with new signature field and View.. button

Item English German Comments
Button Digital Signature... Digitale Signatur...

Label Digitally signed: Digital signiert:

Label Multiply signed document Mehrfach signiertes Dokument

The Digital Signature... button calls a the Digital signature dialog to show all currently assigned signatures.
The Digital Signature dialog allows to remove a signature from the document.

6.5.1 Changed Default Setting in Tools-Options

In O0.org 1.1 printing sets the document modified status. This could be disabled by a Tools-Option set-
ting, but the default is currently set to on, so that printing modifies the document. This causes a problem,
because printing a signed document prompts for saving the document on closing, but saving would re-
move the assigned signature.

Since this is not only a problem when having a signature, the setting '[ ] Printing sets document modified
status' in Tools-Options-StarOffice-General will be changed to off by default.
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6.6 Macro Security

6.6.1 Security Warning Dialog

The following dialog appears, if a document contains macros.

6.6.2 Macro Security Dialog

The Macro dialog is completely redesigned. The old concept of “trusted pathes” for libraries only has been
dropped. The new dialog uses a security level concept. The levels Very High, High, Medium and Low are
used. Medium is default. The trusted file locations settings from the "Very high" level are valid on all other
security levels as well.

Macro Security §|

Security Level |TrusIE|:I Sources |

Wery high.
[ Only macros from trusted file locations are allowed to run. All other
racras regardless if signed or not, are disbled.

High.
{ " Only signed m acroz from trusted sources are allowed to run. Unsigned
macrosare disabled.

b e diuim .
{® Manual confirmation before executing unsgned macroz and signed
macros from untrusted sources.

Low Chot recam mended).
{ " macros are being executed without any confirmation. Uss this setting
only if it is guaranteed that all documents being opened are save.

Ok Cancel Help Reszet

Hlustration 99 Macro Security Settings - Security Level tab

| Apoc Settings (Issue #118519)

The radio button group of the Macro Security tab page could be protected8 via a setting in the Apoc con-
figuration manager. The value of the radio group is fixed, disabled and a lock symbol is shown.

String List

Item English German Comments
Option0 Very high. Only macros from Sehr hoch. Nur Makros aus

trusted file locations are allowed  vertrauenswirdigen

to run. All other macros, Dateiquellen werden

regardless whether signed or not, ausgefihrt. Alle anderen

are disabled. Makros, unabhangig ob signiert

8 Protected means that those controls are disabled and a lock symbol is shown in front of the control.
Please see http://so-
doc.germany.sun.com/Projects/StarOffice/SO_6.x/Proposals/Drafts/ManagementConsole/Spec/Config
_ltems_rev8.sxw following behaviour was observered in SO8:
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Item

Option1

Option2

Option3

Tab Name

English

High. Only signed macros from

trusted sources are allowed to run.

Unsigned macros are disabled.

Medium. Confirmation required
before executing macros from
untrusted sources.

Low (not recommended). all
macros will be executed without

confirmation. Use this setting only

if you are certain that all

documents that will be opened are

safe.

Security Level

German

oder nicht, werden automatisch
deaktiviert.

Hoch. Nur signierte Makros aus
vertrauenswirdigen Quellen
werden ausgefiihrt. Nicht
signierte Makros werden
automatisch deaktiviert.

Mittel. Bestatigung vor dem
Ausfiihren von Makros aus
nicht vertrauenswurdigen
Quellen.

Niedrig (nicht empfehlenswert).
Alle Makros werden ohne
Nachfrage ausgefiihrt. Diese
Einstellung sollte nur benutzt
werden, wenn sichergestellt
werden kann, dass nur sichere
Dokumente gedffnet werden.

Sicherheitsstufe

Comments
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Macro Security

Trusted Sources | Security Level
Trusted Certificates

X

Trusted file locations

Trusted file locations are used only, if the security level is st to very high. Then documents macros

lszued to |Iszed by | Expiration Da fe
wn Microsystem s, Inc. “erisign 050420065
|
WiEw.. Reminte |

are being executed only, if loaded from one of the following |ocatiors.

Add...

REmm 0 |

o |

Cancel |

| Rezet |

Hlustration 100 Macro Security Settings - Security Level tab

Note: Please note that the Trusted Sources and Security Level tab pages are only switched in this mock-
up to reduce the design effort for this specification. Please also note that text in other languages than En-
glish may be much longer, so that a two line text must be able to become a three line text.

The Add... button calls a folder picker dialog. The Remove buttons are only enabled, if an entry is selected
within the list box. The View button is also only enabled, if a certificate is selected and calls the View Cer-

| tificate dialog described in chapter 6.4.5 View Certificate Dialog on page 65.

| Apoc Settings (Issue #118519)

The trusted file location list box could be protected? via a setting in the Apoc configuration manager. The
values of the listbox are fixed, disabled and a lock symbol is shown. Furthermore the Add.. and Remove

buttons are disabled.

‘ The trusted certificates list box could be administrated by Apoc 1.1 in any way, because Apoc is not capa-

ble of loading data (in this case certificates) from a local disk.

Macro Organizer Dialog String - Modules List

Item English German Comments
Label Trusted certificates Vertrauenswirdige
Zertifikate
Label Issued to Ausgestellt fur TRANSLATORS!: note

the preposition here.
Where necessary in your
language, choose a noun

9 Protected means that those controls are disabled and a lock symbol is shown in front of the control.
Please see http://so-
doc.germany.sun.com/Projects/StarOffice/SO_6.x/Proposals/Drafts/ManagementConsole/Spec/Config
_ltems_rev8.sxw following behaviour was observered in SO8:
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Item English German Comments

to have the same meaning
as this phrase.

Label Issued by Ausgestellt durch TRANSLATORS!: note
the preposition here.
Where necessary in your
language, choose a noun
to have the same meaning
as this phrase.

Label Expiration date Ablaufdatum

Item English German Comments

Tab Name Trusted Sources Vertrauenswirdige Quellen

Button1 Add... Hinzufugen...

Button2 View... Zeigen...

Button3 Remove Entfernen

Label Trusted file locations Vertrauenswurdige Dateiquellen

Text Trusted file locations are used Vertrauenswurdige Dateiquellen
only if the security level is set to werden nur benutzt, wenn die
‘very high'. With this setting, Sicherheitseinstellungen auf
document macros are only sehr hoch eingestellt sind.
executed if they have been Dann werden nur
opened from one of the following  Dokumentmakros aus den
locations. folgenden Quellen ausgefihrt.

6.6.3 Trust Source of Macro Dialog for Signed Macros

00.org raises a dialog if a signed macro will be loaded with the document and it's source has not been
trusted before. This dialog allows the user to add the source to trusted sources and execute the macro.

Security Waming

0 % Docurnertsy, LongPathiMarne’, Long PathiMamm e Long Path Marn e,
LongPathMamet,... s Long Path Mam e 2ecuri bii'arning, saa

The document contains document macros dgned by
Frank. Lashmann

halte Tinmermann
Gunnar Timm

Wiew Signature .

Macros may confain viruses Disabling racros for a documernt is
always @ve [Fyou disable macros you may [0z functionality
provided by the document macros

[ Always frust macras from this source

Enable Macros Di=hble Macros Help

Hlustration 101 Security Warning Dialog

- The dialog closer (cancel action) is disabled to force the user to decide whether to enable or disable
macros.

« The Disable Macros button is defaulted
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« The Disable Macros button is disabled if the check box to trust macros is turned on

- The Enable Macros button is disabled if security level is high and the check box to trust macros is
not turned on.

String List

Item English German Comments

Title %PRODUCTNAME Security %PRODUCTNAME
Warning Sicherheitswarnung

Text This document contains macros Dieses Dokument enthalt
signed by: Makros, die signiert wurden

von:

Button View Signature... Signatur zeigen...

Text Macros may contain viruses. Makros kénnen Viren enthalten.
Disabling macros for a document  Es ist immer sicher, Makros zu
is always safe. If you disable deaktivieren. Dadurch geht
macros you may lose some eventuell Funktionalitat
functionality. verloren.

Text Always trust macros from this Makros aus dieser Quelle
source immer vertrauen

Button Enable Macros Makros aktivieren

Button Disable Macros Makros deaktivieren

6.6.4 Enable/Disable Document Macro Dialog for Unsigned Macros

Security Waming

0: % Documerntsy, LongPath Mam et Long PathiMam et Long Path Mam e
SLongPathMarmet. . SLongPathiMam e securityiarning.san

The document contains document macros.

Macros ray confain viruses Disabling racros for a docurnentis
always sve If you disable macros you may (o2 functionality

provided by the document macros

Biable Macras Dizable Macros

Help

Hllustration 102 Security Warning - unsigned macros dialog

« The dialog closer (cancel action) is disabled to force the user to decide whether to enable or disable
macros.

« The Disable Macros button is defaulted

String List
Item English German Comments
Title %PRODUCTNAME - Security %PRODUCTNAME -
Warning Sicherheitswarnung
Text This document contains macros. Dieses Dokument enthalt
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Item English German Comments
Makros.
Text Macros may contain viruses. Makros kénnen Viren enthalten.
Disabling macros for a document  Es ist immer sicher, Makros zu
is always safe. If you disable deaktivieren. Dadurch geht
macros you may lose some eventuell Funktionalitat
functionality. verloren.

6.6.5 Marco Warning for Security Setting High and Very High.

If a document contains macros and the macro will not be executed due to the macro security is set to high
or very high, the following notification dialog appears.

Note: We need to have a configuration entry to suppress this dialog (no GUI needed).
String List

Item English German Comments

Title %Productname %Productname Should not
be
translated

Text This document contains macros. Dieses Dokument enthalt Makros.

Button Execution of this macros is Das Ausflhren dieses Makros wird

disabled due to the current macro gemaR der aktuellen Makro-

security setting. Therefore, some  Sicherheitseinstellungen

functionality may not be available. unterbunden. Deshalb kénnten einige
Funktionen nicht verfigbar sein.

6.7 Error Conditions
None

7  Future Tasks (not relevant for OO.org 2.0)

The following tasks are not planned to be implemented for OO.org 2.0.

7.1 Signing of Microsoft Office Documents

7.2 Signing on PDF Export

7.3 Signing of Sections in Writer

00.org Writer allows to sign sections independently from signing the whole document.
« Asigned section is automatically write protected (password is optional).
- The signature of a section gets lost, if the protection of the section gets removed.
« Adouble click on the signed icon in the status bar shows the signature.

- Only the content of the section will be signed. The formatting (i.e. paragraph templates) is not
signed. This allows the section to be an active part of the document.
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100% |IMSRT |STD HyP * reaﬂ-unl';.f » Seckionl
Hlustration 103 Signed section if Writer — Version A

100%. |IMSRT |STD HYP * reauﬂ-u:-nl*;.-' : Section] 4
Hllustration 104 Signed section in Writer - Version B

100%: |INSRT | 5TD HYP * reaﬁl-nnl':.-':SEctiDnl[Signed]

Hllustration 105 Signed section in Writer - Version C

Edit Sections b__(l
Section Link.
|CDmpetitive [ Link
& Competitive B &
& Competitive . | J options.. .

E&,» Competitive

W, C
._

Eg Competitive
ﬁ Campekitive

| J Remove
Help

[ with password

Digital Sighature...

Hide
[ Hide

|Hide=1

Hllustration 106 Sign a section in the section dialog.

555 Icons will be provided directly by Stella Schulze

7.4 Signing of Table Sheets in Calc

00.org Calc offers the possibility to sign table sheets independently from signing the whole document.
The table sheet will be signed as is with references, with fields and formulas.

+ Asigned table sheet gets protected without password.
560 - The signature of a table sheet gets lost, if the content of the signed sheet will be modified.

« Adouble click on the signature icon shows the signature.

FT » | »1[', Financial Statement @ sheetz /4|

Hlustration 107 A table sheet could be signed in Calc

- The new password dialog layout will be used for protect document and protect table dialog
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| Protect Sheet &I

Enter passward

Reenter pazzword

Caution: If you lose or forget the pazsword, it cannot Help

be recovered. It iz advizable to keep pazswords ina
zafe place. Passwards are case—ensitive and at. least
five characters long.

Carcel |
Digital signature... |

Hlustration 108 Protect Sheet dialog in Calc offers a new button Digital
Signature... and uses the new dialog layout for assigning passwords.

Protect Sheet Strings
Item English German Comments
Button Digital Signature... Digitale Signatur...

7.5 New Password Dialog
MT->i-Team: Change min. password length to 1 ?!

##FL: Notice: The password dialog will not be realized for EA. After that we have to discuss the following:
adjust distance between path and dialog text in enter password dialog, think about other solution to cover
the min. 5 characters issue, additional password dialogs have to be specified in sfx and svx (see notes
section for detailed screenshots.

The overworked password dialogs replace the current ones office wide.

The O.K. Button is disabled until the minimum length of 5 characters hasn't been entered. The dialog
shows a notice about keeping passwords in a safe place,

- the case-sensitiveness of passwords
+ the minimum length of 5 characters.

« Note: If we are able to export (not for 00.org 2.0) encrypted MS documents, the minimum length
of 5 for a password is not valid. This means that the OK button is always enabled and the notice
text in the password dialog is displayed as follows.

Changed Warning in Password Dialog for Importing MS Document with passwords

Item English German Comments

Text WARNING: If you lose or forget ACHTUNG Falls Sie das

the password, it cannot be recov- Kennwort vergessen oder

ered. It is advisable to keep pass- verlieren, kann es nicht wieder

words in a safe place. Passwords hergestellt werden. Es ist

are case-sensitive. ratsam, das Kennwort an einem
sicheren Platz aufzubewahren.
Kennwdrter unterscheiden
Grof3- / Kleinschreibung.
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The password has to be retyped correctly in the "Reenter Password" field.

| Enter Password g|
Enter password

Reenter pazsward

Cauton: If wou lose ar forget the password, itcanhot be
recosered. Itis advizable to keep pazawords in a safe
place Passwords are cazesersitve and atleast five
characters long.

[k Cancel Help

Hlustration 109 Set a new password

Password Dialog Strings

Item English German Comments

Text WARNING: If you lose or forget ACHTUNG: Falls Sie das

the password, it cannot be recov- Kennwort vergessen oder

ered. It is advisable to keep pass- verlieren, kann es nicht wieder

words in a safe place. Passwords hergestellt werden. Es ist

are case-sensitive and at least ratsam, das Kennwort an

five characters long. einem sicheren Platz
aufzubewahren. Kennworter
unterscheiden Grof3- /
Kleinschreibung und sind
mindestens fiinf Zeichen lang.

Label Enter password Kennwort eingeben
Label Retype password Kennwort wiederholen
Label Enter password to open file: Kennwort zum Offnen der

Datei eingeben:

Item English German Comments
Dialog title Enter Password Kennwort eingeben Capitalization different for
dialog title

If the reentered password does not match to the original one, the following notice dialog appears:

Error Dialog:
Item English German Comments
Notice Dialog The password confirmation does  Das neue Kennwort und seine  Dialog has an
not match. Bestatigung sind nicht OK button.
identisch.
Button OK OK

The password dialog is being shown after pressing the OK button. The focus is then set to the Reenter
Password field. The field itself is empty.

An overworked Enter Password dialog replaces the current (OO.org 1.1) dialog. The notice shown is the
same as in the define password dialog above.
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£3

Enter Password

Enter pasaword 1o open the file:
Ahiom edmyfiold er Adocun entsAtestdocum ent ether =4
privateAest_document say

[k Cancel Help

Hlustration 110 Overworked enter password dialog

If the password entered does not match to the document password, the following dialog appears:

Warning Dialog:

1 7.6

Item English

Notice Dialog The password is incorrect. The
document cannot be opened.

Text Enter password to open file:

%DOCUMENTPATHANDNAME%

After Beta Tasks

German Comments

Das Kennwort ist ungiiltig. Das Dialog has an

Dokument kann nicht gedffnet ~ OK button.
werden.

Kennwort fir die Datei TRANSLATORS!
eingeben:%DOCUMENTPATHA %DOCUMENTPA
NDNAME% THANDNAME%

is a placeholder.
Do not translate.

| 7.6.1 Warning Dialog if Mozilla Profile is not Found (#i37609)

The Mozilla crypto engine is needed for using digital signatures in OO0 on Unix systems. The following di-
alog appears, if the Mozilla user profile could not be found, i.e when calling Files - Digital Signatures func-

tion.

| Warning Dialog String List

| Item English German Comments
Dialog text Digital signatures functionality Die digitale Signaturen Funktion Dialog has OK

could not be used, because no
Mozilla user profile was found.
Please check the Mozilla
installation.

| Other Future Tasks

kann nicht benutzt werden, da button

kein Mozilla Benutzerprofil
gefunden wurde. Bitte

Uberprifen Sie die Mozilla
Installation.

+ Set permissions restriction for a document (User Rights Management)

» Per User

« Per Group

« Permission types
+ Read/Write access to document
* Add comments only

» Read-only access to document
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+ Load a different version of the document??
» Saving document under a new file name / Send document (i.e. as an e-mail)
- Content copying or extraction via clipboard
» Form field fill-in
- Signing
- Content linking allowed (only possible if content is not encrypted
« Printing / PDF creation
* Problems

\ « How to deal with MS documents with permissions?

| 7.7 Normal Writer Edit Mode Behavior

A tip help is shown (see string table below for details) when the mouse is placed on a URL. If the CTRL

key is pressed, the i-beam cursor changes to a finger cursor and a click on the link opens the URL in the
system's browser.

| String list
| Tip help English German Comments
Tip help <URL> <URL> If target is not within the
CTRL+click to follow link Strg+Klick zum Verfolgen der Surrentdocument.
Verkniipfung The URL tip help is limited to a

width of 45 characters
because URLs could become

very long.

| 7.7.1 Links in Read-Only / Form Use Mode / Help System

In read-only mode/Form use mode of a document (this includes the Writer help viewer), all links are
live and the finger cursor is used by default.

| 7.7.2 Smart Card Support for Signing Documents

Has to be implemented to support government initiatives for digital documents within administration de-
partments.

8 Legal Issues

None
9 Notes
Old Dialog:

Item English German Comments

Dialog Tile %PRODUCTNAME %PRODUCTNAME

%PRODUCTVERSION %PRODUCTVERSION
Dialog text The document is already signed.  Das Dokument ist bereits
signiert.
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Item English German Comments
Dialog text Do you want to add another Mochten Sie eine weitere
signature or remove current Signatur hinzufligen oder
signature(s) and sign again? mochten Sie die vorhandenen
Signatur(en) entfernen und das
Dokument neu signieren?
Button Add Signature... Signatur hinzufiigen... Add signature
button calls the
Digital Signature
dialog.
Button New Signature... Neue Signatur...
Button Cancel Abbrechen

2. , the following dialog appears and recommends to open the current document in read-only

mode:
Item

Dialog text

Dialog text

Button1
Button2
Button3

English

$PATHANDFILENAME should be
opened in read-only mode unless
changes to it need to be saved.

Do you want to open the
document in read-only mode?

Yes
No

Cancel

German Comments
$PATHANDFILENAME sollte TRANSLATORS!
schreibgeschiitzt gedffnet $PATHANDFILEN
werden, solange keine AME is a
Anderungen an diesem placeholder. Do

Dokument gespeichert werden  not translate it.
mussen.

Soll das Dokument mit
Schreibschutz gedffnet werden?

Ja

Nein
Abbrechen
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For Document Macros
If present, document macro are teste before testing the signed document content. So if the
user continues loading the document with a broken macro signature, he gets no separate
warning for the broken document content, because this status could be seen in the status

bar.
Item English German Comments
Dialog Tile Invalid Macro Signature Ungultige Makro Signatur
Dialog text The digitally signed document Die digital signierten
macros do not match the current  Dokumentmakros stimmen
document macro signature. nicht mit der aktuellen
Dokumentsignatur tiberein.
Dialog text This could be the result of Dieses deutet auf eine
document manipulation or of Dokumentmanipulation oder
structural document damage due  einen Ubertragungsfehler hin.
to data transmission.
Dialog text We strongly recommend that you  Wir empfehlen lhnen dringend,
do not trust the current macro. dem aktuellen
Dokumentmakros nicht zu
trauen.
Dialog text Do you want to continue opening  Méchten Sie das Offnen des
the document? Dokumentes fortsetzen?
Button Yes Ja
Button No Nein The "No" button

Additional password dialogs:

Benutzername und Kennwork erforderlich : x|
Anrmelden
(0]24

Die Werbindung zur Datenguelle "Kexi" erfordert die Eingabe eines
Pazzswortes. Abbrechan
Benutzername Iuser

Hilfe
Passwiort ||

[ Kennwort bis Applikationsende merken

Change Password I

Qld pazsword | o I
Pazsword ||
Cancel |
Mew pazzward
Pazsword l Help |
Confirm I

is defaulted. The
"No" button is
defaulted.
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10 References and LinksE

Signatures:

http://www.w3.org/Signature/

Here is a list of rules and regulations that have special security requirements:

Government Paperwork Elimination Act (GPEA)
Health Insurance Portability and Accountability Act (HIPAA)
21 CFR Part 11 (pharmaceutical industry)

German Act regarding Digital Signatures
(German: “Signaturgesetz” - http://www.bsi.de/esig/basics/legalbas/sigg2001.pdf)

Electronic Signatures Directive by the EC
(http://lwww-personal.umich.edu/~rmann/Statutes/Electronic%20Signatures%20Directive.PDF)

European Electronic Signature Standardization Initiative (EESSI)
www.osci.de , http://www.bund.de/BundOnline-2005-.6164.htm
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